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Submodules



src.app module


	
src.app.main()[source]

	Start bot in webhook mode.

Bot’s main entry point.






	
src.app.on_startup(webhook_path=None, *args)[source]

	Prepare bot before starting.

Set webhook and run background tasks.







src.bot module


	
class src.bot.DispatcherManual(bot, loop=None, storage: Optional[aiogram.dispatcher.storage.BaseStorage] = None, run_tasks_by_default: bool = False, throttling_rate_limit=0.1, no_throttle_error=False, filters_factory=None)[source]

	Bases: aiogram.dispatcher.dispatcher.Dispatcher

Dispatcher with user availability in database check.


	
process_update(update: aiogram.types.update.Update)[source]

	Process update object with user availability in database check.

If bot doesn’t know the user, it pretends they sent /start message.










	
class src.bot.IncomingHistoryMiddleware[source]

	Bases: aiogram.dispatcher.middlewares.BaseMiddleware

Middleware for storing incoming history.


	
trigger(action, args)[source]

	Save incoming data in the database.










	
class src.bot.TellerBot(token: String, loop: Union[asyncio.base_events.BaseEventLoop, asyncio.events.AbstractEventLoop, None] = None, connections_limit: Optional[Integer] = None, proxy: Optional[String] = None, proxy_auth: Optional[aiohttp.helpers.BasicAuth] = None, validate_token: Optional[Boolean] = True, parse_mode: Optional[String] = None, timeout: Union[Integer, Float, aiohttp.client.ClientTimeout, None] = None)[source]

	Bases: aiogram.bot.bot.Bot

Custom bot class.


	
request(method, data=None, *args, **kwargs)[source]

	Make a request and save it in the database.










	
src.bot.private_handler(*args, **kwargs)[source]

	Register handler only for private message.






	
src.bot.setup()[source]

	Set API token from config to bot and setup dispatcher.






	
src.bot.state_handler(state)[source]

	Associate state with decorated handler.







src.database module


	
class src.database.MongoStorage[source]

	Bases: aiogram.dispatcher.storage.BaseStorage

MongoDB asynchronous storage for FSM using motor.


	
close()[source]

	Disconnect from MongoDB.






	
finish(user: int, **kwargs)[source]

	Finish conversation with user.






	
get_data(user: int, **kwargs) → Dict[KT, VT][source]

	Get state data of user with Telegram ID user.






	
get_state(user: int, **kwargs) → Optional[str][source]

	Get current state of user with Telegram ID user.






	
reset_state(user: int, with_data: bool = True, **kwargs)[source]

	Reset state for user with Telegram ID user.






	
set_data(user: int, data: Optional[Dict[KT, VT]] = None, **kwargs) → None[source]

	Set state data data of user with Telegram ID user.






	
set_state(user: int, state: Optional[str] = None, **kwargs) → None[source]

	Set new state state of user with Telegram ID user.






	
update_data(user: int, data: Optional[Dict[KT, VT]] = None, **kwargs) → None[source]

	Update data of user with Telegram ID user.






	
wait_closed() → None[source]

	Do nothing.

Motor client does not use this method.











src.i18n module


	
class src.i18n.I18nMiddlewareManual(domain, path, default='en')[source]

	Bases: aiogram.contrib.middlewares.i18n.I18nMiddleware

I18n middleware which gets user locale from database.


	
find_locales() → Dict[str, gettext.NullTranslations][source]

	Load all compiled locales from path and add default fallbacks.






	
get_user_locale(action: str, args: Tuple[Any]) → Optional[str][source]

	Get user locale by querying collection of users in database.

Return value of locale field in user’s corresponding
document if it exists, otherwise return user’s Telegram
language if possible.











src.money module


	
exception src.money.MoneyValueError[source]

	Bases: Exception

Inappropriate money argument value.






	
src.money.gateway_currency_regexp(currency)[source]

	Return regexp that ignores gateway if it isn’t specified.






	
src.money.money(value) → decimal.Decimal[source]

	Try to return normalized money object constructed from value.






	
src.money.normalize(money: decimal.Decimal, exp: decimal.Decimal = Decimal('1E-8')) → decimal.Decimal[source]

	Round money to exp and strip trailing zeroes.







src.notifications module


	
src.notifications.order_notification(order: Mapping[str, Any])[source]

	Notify users about order.

Subscriptions to these notifications are managed with
/subscribe or /unsubscribe commands of start_menu
handlers.






	
src.notifications.run_loop()[source]

	Notify order creators about expired orders in infinite loop.







src.states module


	
class src.states.Escrow[source]

	Bases: aiogram.dispatcher.filters.state.StatesGroup

States of user during escrow exchange.

States are uncontrollable by users and are only used to determine
what action user is required to perform. Because there are two
parties in escrow exchange and steps are dependant on which
currencies are used, states do not define full steps of exchange.


	
amount = <State 'Escrow:amount'>

	Send sum in any of the currencies.






	
bank = <State 'Escrow:bank'>

	Choose escrow initiator’s bank from listed.






	
fee = <State 'Escrow:fee'>

	Agree or disagree to pay fee.






	
full_card = <State 'Escrow:full_card'>

	Send fiat receiver’s full card number to fiat sender.






	
name = <State 'Escrow:name'>

	Send fiat sender’s name on card.
Required to verify fiat transfer.






	
receive_address = <State 'Escrow:receive_address'>

	Send escrow asset receiver’s address in blockchain.






	
receive_card_number = <State 'Escrow:receive_card_number'>

	Send first and last 4 digits of fiat receiver’s card number.






	
send_address = <State 'Escrow:send_address'>

	Escrow asset sender’s address in blockchain.






	
send_card_number = <State 'Escrow:send_card_number'>

	Send first and last 4 digits of fiat sender’s card number.










	
class src.states.OrderCreation[source]

	Bases: aiogram.dispatcher.filters.state.StatesGroup

Steps of order creation.

States represent values user is required to send. They are in order
and skippable unless otherwise specified.


	
amount = <State 'OrderCreation:amount'>

	Sum in any of the currencies.






	
buy = <State 'OrderCreation:buy'>

	Currency user wants to buy (unskippable).






	
buy_gateway = <State 'OrderCreation:buy_gateway'>

	Gateway of buy currency (unskippable).






	
comments = <State 'OrderCreation:comments'>

	Any additional comments.






	
duration = <State 'OrderCreation:duration'>

	Duration in days.






	
location = <State 'OrderCreation:location'>

	Location object or location name.






	
payment_system = <State 'OrderCreation:payment_system'>

	Cashless payment system.






	
price = <State 'OrderCreation:price'>

	Price in one of the currencies.






	
sell = <State 'OrderCreation:sell'>

	Currency user wants to sell (unskippable).






	
sell_gateway = <State 'OrderCreation:sell_gateway'>

	Gateway of sell currency (unskippable).






	
set_order = <State 'OrderCreation:set_order'>

	Finish order creation by skipping comments state.










	
src.states.asking_support = <State '@:asking_support'>

	Ask support a question.






	
src.states.cashback_address = <State '@:cashback_address'>

	Send new value of chosen order’s field during editing.






	
src.states.field_editing = <State '@:field_editing'>

	Send new value of chosen order’s field during editing.







src.whitelist module

Whitelists for orders.


	
src.whitelist.currency_keyboard(currency_type: str) → aiogram.types.reply_keyboard.ReplyKeyboardMarkup[source]

	Get keyboard with currencies from whitelists.






	
src.whitelist.gateway_keyboard(currency: str, currency_type: str) → aiogram.types.reply_keyboard.ReplyKeyboardMarkup[source]

	Get keyboard with gateways of currency from whitelist.







Module contents





          

      

      

    

  

    
      
          
            
  
src.escrow package


Subpackages



	src.escrow.blockchain package
	Submodules

	src.escrow.blockchain.golos_blockchain module

	Module contents











Submodules



src.escrow.escrow_offer module


	
class src.escrow.escrow_offer.EscrowOffer(_id: bson.objectid.ObjectId, order: bson.objectid.ObjectId, buy: str, sell: str, type: str, escrow: str, time: float, init: Mapping[str, Any], counter: Mapping[str, Any], pending_input_from: Optional[int] = None, sum_currency: Optional[str] = None, sum_buy: Optional[bson.decimal128.Decimal128] = None, sum_sell: Optional[bson.decimal128.Decimal128] = None, sum_fee_up: Optional[bson.decimal128.Decimal128] = None, sum_fee_down: Optional[bson.decimal128.Decimal128] = None, insured: Optional[bson.decimal128.Decimal128] = None, react_time: Optional[float] = None, transaction_time: Optional[float] = None, cancel_time: Optional[float] = None, bank: Optional[str] = None, memo: Optional[str] = None, trx_id: Optional[str] = None, unsent: Optional[bool] = None)[source]

	Bases: object

Class used to represent escrow offer.

Attributes correspond to fields in database document.


	
bank = None

	Bank of fiat currency.






	
buy = None

	Currency which order creator wants to buy.






	
cancel_time = None

	Unix time stamp of offer cancellation.






	
counter = None

	Object representing counteragent of escrow.






	
delete_document() → None[source]

	Archive and delete corresponding document in database.






	
escrow = None

	Currency which is held during exchange.






	
init = None

	Object representing initiator of escrow.






	
insert_document() → None[source]

	Convert self to document and insert to database.






	
insured = None

	Amount of insured currency.






	
memo = None

	Required memo in blockchain transaction.






	
order = None

	Primary key value of corresponding order document.






	
pending_input_from = None

	Telegram ID of user required to send message to bot.






	
react_time = None

	Unix time stamp of counteragent first reaction to sent offer.






	
sell = None

	Currency which order creator wants to sell.






	
sum_buy = None

	Amount in buy currency.






	
sum_currency = None

	Temporary field of currency in which user is sending amount.






	
sum_fee_down = None

	Amount of held currency with agreed fee substracted.






	
sum_fee_up = None

	Amount of held currency with agreed fee added.






	
sum_sell = None

	Amount in sell currency.






	
time = None

	Unix time stamp of offer creation.






	
transaction_time = None

	Unix time stamp since which transaction should be checked.






	
trx_id = None

	ID of verified transaction.






	
type = None

	Type of offer. Field of currency which is held during exchange.






	
unsent = None

	True if non-escrow token sender hasn’t confirmed their transfer.






	
update_document(update) → None[source]

	Update corresponding document in database.


	Parameters

	update – Document with update operators or aggregation
pipeline sent to MongoDB.














	
src.escrow.escrow_offer.asdict(instance)[source]

	Represent class instance as dictionary excluding None values.







Module contents


	
src.escrow.close_blockchains()[source]

	Run close() method on every blockchain instance.






	
src.escrow.connect_to_blockchains()[source]

	Run connect() method on every blockchain instance.






	
src.escrow.get_escrow_instance(asset: str)[source]

	Find blockchain instance which supports asset.









          

      

      

    

  

    
      
          
            
  
src.escrow.blockchain package


Submodules



src.escrow.blockchain.golos_blockchain module



Module contents


	
class src.escrow.blockchain.BaseBlockchain

	Bases: abc.ABC

Abstract class to represent blockchain node client for escrow exchange.


	
address = None

	Address used by bot.






	
assets = frozenset()

	Frozen set of assets supported by blockchain.






	
check_timeout(offer_id: bson.objectid.ObjectId) → None

	Start transaction check timeout asynchronously.


	Parameters

	offer_id – _id of escrow offer.










	
check_transaction(*, offer_id: bson.objectid.ObjectId, from_address: str, amount_with_fee: decimal.Decimal, amount_without_fee: decimal.Decimal, asset: str, memo: str, transaction_time: float) → bool

	Check transaction in history of escrow address.


	Parameters

	
	offer_id – _id of escrow offer.


	from_address – Address which sent assets.


	amount_with_fee – Amount of transferred asset with fee added.


	amount_without_fee – Amount of transferred asset with fee substracted.


	asset – Transferred asset.


	memo – Memo in blockchain transaction.


	transaction_time – Start of transaction check.






	Returns

	Queue member with timeout handler or None if queue member is timeouted.










	
close()

	Close connection with blockchain node.






	
connect() → None

	Establish connection with blockchain node.






	
create_queue() → List[Dict[str, Any]]

	Create queue from unconfirmed transactions in database.






	
explorer = '{}'

	Template of URL to transaction in blockchain explorer. Should
contain {} which gets replaced with transaction id.






	
get_limits(asset: str) → src.escrow.blockchain.InsuranceLimits

	Get maximum amounts of asset which will be insured during escrow exchange.

Escrow offer starts only if sum of it doesn’t exceed these limits.






	
get_min_time(queue: List[Dict[str, Any]]) → float

	Get timestamp of earliest transaction from queue.






	
is_block_confirmed(block_num: int, op: Mapping[str, Any]) → bool

	Check if block # block_num has op after confirmation.

Check block on blockchain-specific conditions to consider it confirmed.


	Parameters

	
	block_num – Number of block to check.


	op – Operation to check.













	
name = None

	Internal name of blockchain referenced in config.ESCROW_FILENAME.






	
nodes

	Get list of node URLs.






	
schedule_timeout(queue_member: Dict[str, Any]) → Optional[Dict[str, Any]]

	Schedule timeout of transaction check.






	
transfer(to: str, amount: decimal.Decimal, asset: str, memo: str = '') → str

	Transfer asset from self.address.


	Parameters

	
	to – Address assets are transferred to.


	amount – Amount of transferred asset.


	asset – Transferred asset.






	Returns

	URL to transaction in blockchain explorer.










	
trx_url(trx_id: str) → str

	Get URL on transaction with ID trx_id on explorer.






	
wif

	Get private key encoded to WIF.










	
exception src.escrow.blockchain.BlockchainConnectionError

	Bases: Exception

Unsuccessful attempt at connection to blockchain node.






	
class src.escrow.blockchain.InsuranceLimits

	Bases: tuple

Maximum amount of insured asset.


	
single

	Limit on sum of a single offer.






	
total

	Limit on overall sum of offers.










	
class src.escrow.blockchain.StreamBlockchain

	Bases: src.escrow.blockchain.BaseBlockchain

Blockchain node client supporting continuous stream to check transaction.


	
add_to_queue(**kwargs)

	Add transaction to self._queue to be checked.

Same parameters as in self.check_transaction.






	
check_timeout(offer_id: bson.objectid.ObjectId) → None

	Start transaction check timeout asynchronously.


	Parameters

	offer_id – _id of escrow offer.










	
remove_from_queue(offer_id: bson.objectid.ObjectId) → Optional[Mapping[str, Any]]

	Remove transaction with specified offer_id value from self._queue.


	Parameters

	offer_id – _id of escrow offer.



	Returns

	True if transaction was found and False otherwise.










	
start_streaming() → None

	Start streaming in background asynchronous task.






	
stream() → None

	Stream new blocks and check if they contain transactions from self._queue.

Use built-in method to subscribe to new blocks if node has it,
otherwise get new blocks in blockchain-specific time interval between blocks.

If block contains desired transaction, call self._confirmation_callback.
If it returns True, remove transaction from self._queue and stop
streaming if self._queue is empty.










	
exception src.escrow.blockchain.TransferError

	Bases: Exception

Unsuccessful attempt at transfer.









          

      

      

    

  

    
      
          
            
  
src.handlers package


Submodules



src.handlers.base module


	
src.handlers.base.inline_control_buttons(back: bool = True, skip: bool = True, cancel: bool = True) → List[aiogram.types.inline_keyboard.InlineKeyboardButton][source]

	Create inline button row with translated labels to control current state.






	
src.handlers.base.orders_list(cursor: pymongo.cursor.Cursor, chat_id: int, start: int, quantity: int, buttons_data: str, user_id: Optional[int] = None, message_id: Optional[int] = None, invert: Optional[bool] = None) → None[source]

	Send list of orders.


	Parameters

	
	cursor – Cursor of MongoDB query to orders.


	chat_id – Telegram ID of current chat.


	start – Start index.


	quantity – Quantity of orders in cursor.


	buttons_data – Beginning of callback data of left/right buttons.


	user_id – Telegram ID of current user if cursor is not user-specific.


	message_id – Telegram ID of message to edit.


	invert – Invert all prices.













	
src.handlers.base.show_order(order: Mapping[str, Any], chat_id: int, user_id: int, message_id: Optional[int] = None, location_message_id: Optional[int] = None, show_id: bool = False, invert: Optional[bool] = None, edit: bool = False, locale: Optional[str] = None)[source]

	Send detailed order.


	Parameters

	
	order – Order document.


	chat_id – Telegram ID of chat to send message to.


	user_id – Telegram user ID of message receiver.


	message_id – Telegram ID of message to edit.


	location_message_id – Telegram ID of message with location object.
It is deleted when Hide inline button is pressed.


	show_id – Add ID of order to the top.


	invert – Invert price.


	edit – Enter edit mode.


	locale – Locale of message receiver.













	
src.handlers.base.start_keyboard() → aiogram.types.reply_keyboard.ReplyKeyboardMarkup[source]

	Create reply keyboard with main menu.







src.handlers.creation module

Handlers for order creation.

Handlers decorated with state_handler are called by
change_state when user skips (where it is possible) or goes back to
corresponding step using back/skip inline buttons. Handlers decorated
with private_handler are called when user sends value.


	
src.handlers.creation.cancel_button(call: aiogram.types.callback_query.CallbackQuery, state: aiogram.dispatcher.storage.FSMContext)[source]

	React to cancel button.






	
src.handlers.creation.cancel_order_creation(user_id: int, chat_id: int)[source]

	Cancel order creation.






	
src.handlers.creation.change_state(call: aiogram.types.callback_query.CallbackQuery, state: aiogram.dispatcher.storage.FSMContext)[source]

	React to back/skip button query.






	
src.handlers.creation.choose_buy(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Set currency user wants to buy and ask for one they want to sell.






	
src.handlers.creation.choose_buy_gateway(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Set gateway of buy currency and ask for sell currency.






	
src.handlers.creation.choose_comments(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Set comments and finish order creation.






	
src.handlers.creation.choose_comments_handler(call: aiogram.types.callback_query.CallbackQuery)[source]

	Finish order creation.






	
src.handlers.creation.choose_duration(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Set duration and ask for comments.






	
src.handlers.creation.choose_location(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Set location from Telegram object and ask for duration.






	
src.handlers.creation.choose_payment_system(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Set payment system and ask for location.






	
src.handlers.creation.choose_price(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Set price and ask for sum currency.






	
src.handlers.creation.choose_sell(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Set currency user wants to sell and ask for price.






	
src.handlers.creation.choose_sell_gateway(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Set gateway of sell currency and ask for price.






	
src.handlers.creation.choose_sum(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Set sum.

If price and sum in another currency were not specified, ask for
sum in another currency. Otherwise calculate it if price was
specified, and, finally, ask for cashless payment system.






	
src.handlers.creation.choose_sum_currency(call: aiogram.types.callback_query.CallbackQuery)[source]

	Set sum currency and ask for sum in that currency.






	
src.handlers.creation.comment_handler(call: aiogram.types.callback_query.CallbackQuery)[source]

	Ask for comments.






	
src.handlers.creation.duration_handler(call: aiogram.types.callback_query.CallbackQuery)[source]

	Ask for duration.






	
src.handlers.creation.geocoded_location(call: aiogram.types.callback_query.CallbackQuery)[source]

	Choose location from list of options and ask for duration.






	
src.handlers.creation.get_currency_with_gateway(currency_type: str, message: aiogram.types.message.Message)[source]

	Try to append gateway from message text to currency.






	
src.handlers.creation.invert_price(call: aiogram.types.callback_query.CallbackQuery)[source]

	Change currency of price.






	
src.handlers.creation.location_handler(call: aiogram.types.callback_query.CallbackQuery)[source]

	Ask for location.






	
src.handlers.creation.match_currency(currency_type: str, message: aiogram.types.message.Message)[source]

	Match message text with currency pattern.






	
src.handlers.creation.payment_system_handler(call: aiogram.types.callback_query.CallbackQuery)[source]

	Ask for cashless payment system.






	
src.handlers.creation.price_ask(call: aiogram.types.callback_query.CallbackQuery, order: Mapping[str, Any], price_currency: str)[source]

	Edit currency of price in message to price_currency field value.






	
src.handlers.creation.price_handler(call: aiogram.types.callback_query.CallbackQuery)[source]

	Ask for price.






	
src.handlers.creation.set_order(order: MutableMapping[str, Any], chat_id: int)[source]

	Set missing values and finish order creation.






	
src.handlers.creation.set_price_state(message: aiogram.types.message.Message, order: Mapping[str, Any])[source]

	Ask for price.






	
src.handlers.creation.sum_handler(call: aiogram.types.callback_query.CallbackQuery)[source]

	Ask for sum currency.






	
src.handlers.creation.text_location(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Find location by name.

If there is only one option, set it and ask for duration. Otherwise
send a list of these options for user to choose.






	
src.handlers.creation.whitelisting_request(call: aiogram.types.callback_query.CallbackQuery)[source]

	Send whitelisting request to support or increment requests count.







src.handlers.escrow module

Handlers for escrow exchange.


	
src.handlers.escrow.accept_insurance(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Ask for fee payment agreement after accepting partial insurance.






	
src.handlers.escrow.accept_offer(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	React to counteragent accepting offer by asking for fee payment agreement.






	
src.handlers.escrow.add_cashback(currency, amount, sum_fee_up, sum_fee_down, sender_user, recipient_user)[source]

	Create cashback documents from escrow exchange.






	
src.handlers.escrow.ask_credentials(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Update offer with update_dict and start asking transfer information.

Ask to choose bank if user is initiator and there is a fiat
currency. Otherwise ask receive address.






	
src.handlers.escrow.ask_fee(user_id: int, chat_id: int, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Ask fee of any party.






	
src.handlers.escrow.call_later(delay: float, callback: Callable, *args, **kwargs)[source]

	Call callback(*args, **kwargs) asynchronously after delay seconds.






	
src.handlers.escrow.cancel_offer(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	React to offer cancellation.

While first party is transferring, second party can’t cancel offer,
because we can’t be sure that first party hasn’t already completed
transfer before confirming.






	
src.handlers.escrow.check_transaction(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Start transaction check.






	
src.handlers.escrow.choose_bank(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Set chosen bank and continue.

Because bank is chosen by initiator, ask for receive address if
they receive escrow asset.






	
src.handlers.escrow.complete_offer(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Release escrow asset and finish exchange.






	
src.handlers.escrow.create_memo(offer: src.escrow.escrow_offer.EscrowOffer, *, transfer: bool, counter_send_address: Optional[str] = None)[source]

	Create memo for transfer.






	
src.handlers.escrow.decline_fee(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Decline fee and start asking transfer information.






	
src.handlers.escrow.decline_offer(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	React to counteragent declining offer.






	
src.handlers.escrow.edit_keyboard(offer_id: bson.objectid.ObjectId, chat_id: int, message_id: int, keyboard: aiogram.types.inline_keyboard.InlineKeyboardMarkup)[source]

	Edit inline keyboard markup of message.


	Parameters

	
	offer_id – Primary key value of offer document connected with message.


	chat_id – Telegram chat ID of message.


	message_id – Telegram ID of message.


	keyboard – New inline keyboard markup.













	
src.handlers.escrow.escrow_callback_handler(*args, state=<State '*'>, **kwargs)[source]

	Simplify handling callback queries during escrow exchange.

Add offer of EscrowOffer to arguments of decorated callback query handler.






	
src.handlers.escrow.escrow_message_handler(*args, **kwargs)[source]

	Simplify handling messages during escrow exchange.

Add offer of EscrowOffer to arguments of decorated private message handler.






	
src.handlers.escrow.final_offer_confirmation(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Ask not escrow asset receiver to confirm transfer.






	
src.handlers.escrow.full_card_number_message(message: aiogram.types.message.Message, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	React to sent message while sending full card number to fiat sender.






	
src.handlers.escrow.full_card_number_request(chat_id: int, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Ask to send full card number.






	
src.handlers.escrow.full_card_number_sent(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Confirm that full card number is sent and ask for first and last 4 digits.






	
src.handlers.escrow.get_card_number(text: str, chat_id: int) → Optional[Tuple[str, str]][source]

	Parse first and last 4 digits from card number in text.

If parsing is unsuccessful, send warning to chat_id and return
None. Otherwise return tuple of first and last 4 digits of card number.






	
src.handlers.escrow.get_insurance(offer: src.escrow.escrow_offer.EscrowOffer) → decimal.Decimal[source]

	Get insurance of escrow asset in offer taking limits into account.






	
src.handlers.escrow.init_cancel(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Cancel offer on initiator’s request.






	
src.handlers.escrow.pay_fee(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Accept fee and start asking transfer information.






	
src.handlers.escrow.set_counter_send_address(address: str, message: aiogram.types.message.Message, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Set address as sender’s address of counteragent.

Ask for escrow asset transfer.






	
src.handlers.escrow.set_escrow_sum(message: aiogram.types.message.Message, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Set sum and ask for fee payment agreement.






	
src.handlers.escrow.set_init_send_address(address: str, message: aiogram.types.message.Message, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Set address as sender’s address of initiator.

Send offer to counteragent.






	
src.handlers.escrow.set_name(message: aiogram.types.message.Message, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Set fiat sender’s name on card and ask for first and last 4 digits.






	
src.handlers.escrow.set_receive_address(message: aiogram.types.message.Message, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Set escrow asset receiver’s address and ask for sender’s information.

If there is a fiat currency, which is indicated by existing
bank field, and user is a fiat sender, ask their name on card.
Otherwise ask escrow asset sender’s address.






	
src.handlers.escrow.set_receive_card_number(message: aiogram.types.message.Message, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Create address from first and last 4 digits of card number and ask send address.

First and last 4 digits of card number are sent by fiat receiver,
so their send address is escrow asset address.






	
src.handlers.escrow.set_send_address(message: aiogram.types.message.Message, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Set send address of any party.






	
src.handlers.escrow.set_send_card_number(message: aiogram.types.message.Message, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Set first and last 4 digits of any party.






	
src.handlers.escrow.validate_offer(call: aiogram.types.callback_query.CallbackQuery, offer: src.escrow.escrow_offer.EscrowOffer)[source]

	Ask support for manual verification of exchange.







src.handlers.order module

Handlers for showing orders and reacting to query buttons attached to them.


	
src.handlers.order.aggregate_orders(buy: str, sell: str) → Tuple[motor.core.AgnosticBaseCursor, int][source]

	Aggregate and query orders with specified currency pair.

Return cursor with unexpired orders sorted by price and creation
time and quantity of documents in it.






	
src.handlers.order.archive_button(call: aiogram.types.callback_query.CallbackQuery, order: Mapping[str, Any])[source]

	React to “Archive” or “Unarchive” button by flipping archived flag.






	
src.handlers.order.confirm_delete_button(call: aiogram.types.callback_query.CallbackQuery)[source]

	Delete order after confirmation button query.






	
src.handlers.order.default_duration(call: aiogram.types.callback_query.CallbackQuery, state: aiogram.dispatcher.storage.FSMContext)[source]

	Repeat default duration.






	
src.handlers.order.delete_button(call: aiogram.types.callback_query.CallbackQuery, order: Mapping[str, Any])[source]

	React to “Delete” button by asking user to confirm deletion.






	
src.handlers.order.edit_button(call: aiogram.types.callback_query.CallbackQuery)[source]

	React to “Edit” button by entering edit mode on order.






	
src.handlers.order.edit_field(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Ask new value of chosen order’s field during editing.






	
src.handlers.order.escrow_button(call: aiogram.types.callback_query.CallbackQuery, order: Mapping[str, Any])[source]

	React to “Escrow” button by starting escrow exchange.






	
src.handlers.order.finish_edit(user, update_dict)[source]

	Update and show order after editing.






	
src.handlers.order.get_order_button(call: aiogram.types.callback_query.CallbackQuery, order: Mapping[str, Any])[source]

	Choose order from order book.






	
src.handlers.order.get_order_command(message: aiogram.types.message.Message)[source]

	Get order from ID.

Order ID is indicated after /id or ID: in message text.






	
src.handlers.order.hide_button(call: aiogram.types.callback_query.CallbackQuery)[source]

	React to “Hide” button by deleting messages with location object and order.






	
src.handlers.order.invert_button(call: aiogram.types.callback_query.CallbackQuery, order: Mapping[str, Any])[source]

	React to invert button query.






	
src.handlers.order.match_button(call: aiogram.types.callback_query.CallbackQuery, order: Mapping[str, Any])[source]

	React to “Match” button by sending list of matched orders.

Matched orders are ones that have the inverted currency pair.






	
src.handlers.order.matched_orders_button(call: aiogram.types.callback_query.CallbackQuery)[source]

	React to left/right button query in list of orders matched by currency pair.






	
src.handlers.order.my_orders_button(call: aiogram.types.callback_query.CallbackQuery)[source]

	React to left/right button query in list of user’s orders.






	
src.handlers.order.order_handler(handler: Callable[[aiogram.types.callback_query.CallbackQuery, Mapping[str, Any]], Any])[source]

	Simplify handling callback queries attached to order.

Add order of OrderType to arguments of handler.






	
src.handlers.order.orders_button(call: aiogram.types.callback_query.CallbackQuery)[source]

	React to left/right button query in order book.






	
src.handlers.order.show_orders(call: aiogram.types.callback_query.CallbackQuery, cursor: motor.core.AgnosticBaseCursor, start: int, quantity: int, buttons_data: str, invert: bool, user_id: Optional[int] = None)[source]

	Send list of orders.


	Parameters

	
	cursor – Cursor of MongoDB query to orders.


	chat_id – Telegram chat ID.


	start – Start index.


	quantity – Quantity of orders in cursor.


	buttons_data – Beginning of callback data of left/right buttons.


	user_id – If cursor is user-specific, Telegram ID of user
who created all orders in cursor.


	invert – Invert all prices.













	
src.handlers.order.similar_button(call: aiogram.types.callback_query.CallbackQuery, order: Mapping[str, Any])[source]

	React to “Similar” button by sending list of similar orders.

Similar orders are ones that have the same currency pair.






	
src.handlers.order.unset_button(call: aiogram.types.callback_query.CallbackQuery, state: aiogram.dispatcher.storage.FSMContext)[source]

	React to “Unset” button by unsetting the edit field.







src.handlers.start_menu module

Handlers for start menu.


	
src.handlers.start_menu.choose_locale(message: aiogram.types.message.Message)[source]

	Show list of languages.






	
src.handlers.start_menu.claim_cashback(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Start cashback claiming process by asking currency.






	
src.handlers.start_menu.get_referral_link(message: aiogram.types.message.Message)[source]

	Send user’s referral link and generate if it doesn’t exist.






	
src.handlers.start_menu.handle_book(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext, command: Optional[aiogram.dispatcher.filters.builtin.Command.CommandObj] = None)[source]

	Show order book with specified currency pair.

Currency pair is indicated with one or two space separated
arguments after /book in message text. If two arguments are
sent, then first is the currency order’s creator wants to sell
and second is the currency order’s creator wants to buy. If one
argument is sent, then it’s any of the currencies in a pair.

Any argument can be replaced with *, which results in searching
pairs with any currency in place of the wildcard.


	Examples:

	





	Command

	Description





	/book BTC USD

	Show orders that sell BTC and buy USD (BTC → USD)



	/book BTC *

	Show orders that sell BTC and buy any currency



	/book * USD

	Show orders that sell any currency and buy USD



	/book BTC

	Show orders that sell or buy BTC



	/book * *

	Equivalent to /book















	
src.handlers.start_menu.handle_create(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Start order creation by asking user for currency they want to buy.






	
src.handlers.start_menu.handle_my_orders(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Show user’s orders.






	
src.handlers.start_menu.handle_start_command(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Handle /start.

Ask for language if user is new or show menu.






	
src.handlers.start_menu.help_command(message: aiogram.types.message.Message)[source]

	Handle request to support.






	
src.handlers.start_menu.locale_button(call: aiogram.types.callback_query.CallbackQuery)[source]

	Choose language from list.






	
src.handlers.start_menu.locale_keyboard()[source]

	Get inline keyboard markup with available locales.






	
src.handlers.start_menu.search_by_creator(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Search orders by creator.

Creator is indicated with username (with or without @) or user ID
after /creator or /c in message text.

In contrast to usernames and user IDs, names aren’t unique and
therefore not supported.






	
src.handlers.start_menu.subcribe_to_pair(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext, command: aiogram.dispatcher.filters.builtin.Command.CommandObj)[source]

	Manage subscription to pairs.

Currency pair is indicated with two space separated arguments
after /subscribe or /unsubscribe in message text. First
argument is the currency order’s creator wants to sell and second
is the currency order’s creator wants to buy.

Similarly to /book, any argument can be replaced with *, which
results in subscribing to pairs with any currency in place of the
wildcard.

Without arguments commands show list of user’s subscriptions.







src.handlers.support module

Handlers for interacting with support.


	
src.handlers.support.answer_support_ticket(message: aiogram.types.message.Message)[source]

	Answer support ticket.

Speech balloon emoji at the beginning is the mark of support’s
reply to ticket.






	
src.handlers.support.contact_support(message: aiogram.types.message.Message, state: aiogram.dispatcher.storage.FSMContext)[source]

	Send message to support after request in start manu.






	
src.handlers.support.handle_reply(message: aiogram.types.message.Message)[source]

	Answer support’s reply to ticket.






	
src.handlers.support.send_message_to_support(message: aiogram.types.message.Message)[source]

	Format message and send it to support.

Envelope emoji at the beginning is the mark of support ticket.






	
src.handlers.support.toggle_escrow(message: aiogram.types.message.Message)[source]

	Toggle escrow availability.

This command makes creation of new escrow offers unavailable if
escrow is enabled, and makes it available if it’s disabled.






	
src.handlers.support.unhelp_button(call: aiogram.types.callback_query.CallbackQuery, state: aiogram.dispatcher.storage.FSMContext)[source]

	Cancel request to support.







Module contents

Handler modules with default and fallback handlers.


	
src.handlers.default_callback_query(call: aiogram.types.callback_query.CallbackQuery)[source]

	React to query which has not passed any previous conditions.

If callback query is not answered, button will stuck in loading as
if the bot stopped working until it times out. So unknown buttons
are better be answered accordingly.






	
src.handlers.default_message(message: aiogram.types.message.Message)[source]

	React to message which has not passed any previous conditions.






	
src.handlers.errors_handler(update: aiogram.types.update.Update, exception: Exception)[source]

	Handle exceptions when calling handlers.

Send error notification to special chat and warn user about the error.
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      	sell (src.escrow.escrow_offer.EscrowOffer attribute)

      
        	(src.states.OrderCreation attribute)


      


      	sell_gateway (src.states.OrderCreation attribute)


      	send_address (src.states.Escrow attribute)


      	send_card_number (src.states.Escrow attribute)


      	send_message_to_support() (in module src.handlers.support)


      	set_counter_send_address() (in module src.handlers.escrow)


      	set_data() (src.database.MongoStorage method)


      	set_escrow_sum() (in module src.handlers.escrow)


      	set_init_send_address() (in module src.handlers.escrow)


      	set_name() (in module src.handlers.escrow)


      	set_order (src.states.OrderCreation attribute)


      	set_order() (in module src.handlers.creation)


      	set_price_state() (in module src.handlers.creation)


      	set_receive_address() (in module src.handlers.escrow)


      	set_receive_card_number() (in module src.handlers.escrow)


      	set_send_address() (in module src.handlers.escrow)


      	set_send_card_number() (in module src.handlers.escrow)


      	set_state() (src.database.MongoStorage method)


      	setup() (in module src.bot)


      	show_order() (in module src.handlers.base)


      	show_orders() (in module src.handlers.order)


      	similar_button() (in module src.handlers.order)


      	single (src.escrow.blockchain.InsuranceLimits attribute)


      	src (module)


      	src.app (module)


  

  	
      	src.bot (module)


      	src.database (module)


      	src.escrow (module)


      	src.escrow.blockchain (module)


      	src.escrow.escrow_offer (module)
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      	src.handlers.support (module)
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      	src.states (module)


      	src.whitelist (module)


      	start_keyboard() (in module src.handlers.base)


      	start_streaming() (src.escrow.blockchain.StreamBlockchain method)


      	state_handler() (in module src.bot)


      	stream() (src.escrow.blockchain.StreamBlockchain method)


      	StreamBlockchain (class in src.escrow.blockchain)


      	subcribe_to_pair() (in module src.handlers.start_menu)


      	sum_buy (src.escrow.escrow_offer.EscrowOffer attribute)


      	sum_currency (src.escrow.escrow_offer.EscrowOffer attribute)


      	sum_fee_down (src.escrow.escrow_offer.EscrowOffer attribute)


      	sum_fee_up (src.escrow.escrow_offer.EscrowOffer attribute)


      	sum_handler() (in module src.handlers.creation)


      	sum_sell (src.escrow.escrow_offer.EscrowOffer attribute)
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      	TellerBot (class in src.bot)


      	text_location() (in module src.handlers.creation)


      	time (src.escrow.escrow_offer.EscrowOffer attribute)


      	toggle_escrow() (in module src.handlers.support)


      	total (src.escrow.blockchain.InsuranceLimits attribute)


      	transaction_time (src.escrow.escrow_offer.EscrowOffer attribute)


  

  	
      	transfer() (src.escrow.blockchain.BaseBlockchain method)


      	TransferError


      	trigger() (src.bot.IncomingHistoryMiddleware method)


      	trx_id (src.escrow.escrow_offer.EscrowOffer attribute)


      	trx_url() (src.escrow.blockchain.BaseBlockchain method)


      	type (src.escrow.escrow_offer.EscrowOffer attribute)
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      	unhelp_button() (in module src.handlers.support)


      	unsent (src.escrow.escrow_offer.EscrowOffer attribute)


  

  	
      	unset_button() (in module src.handlers.order)


      	update_data() (src.database.MongoStorage method)


      	update_document() (src.escrow.escrow_offer.EscrowOffer method)
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      	validate_offer() (in module src.handlers.escrow)
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      	wait_closed() (src.database.MongoStorage method)


  

  	
      	whitelisting_request() (in module src.handlers.creation)


      	wif (src.escrow.blockchain.BaseBlockchain attribute)


  







          

      

      

    

  

    
      
          
            
  All modules for which code is available
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	src.handlers.start_menu

	src.handlers.support
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	src.money
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  Source code for aiogram.dispatcher.filters.state

import inspect
from typing import Optional

from ..dispatcher import Dispatcher


class State:
    """
    State object
    """

    def __init__(self, state: Optional[str] = None, group_name: Optional[str] = None):
        self._state = state
        self._group_name = group_name
        self._group = None

    @property
    def group(self):
        if not self._group:
            raise RuntimeError('This state is not in any group.')
        return self._group

    def get_root(self):
        return self.group.get_root()

    @property
    def state(self):
        if self._state is None or self._state == '*':
            return self._state

        if self._group_name is None and self._group:
            group = self._group.__full_group_name__
        elif self._group_name:
            group = self._group_name
        else:
            group = '@'

        return f'{group}:{self._state}'

    def set_parent(self, group):
        if not issubclass(group, StatesGroup):
            raise ValueError('Group must be subclass of StatesGroup')
        self._group = group

    def __set_name__(self, owner, name):
        if self._state is None:
            self._state = name
        self.set_parent(owner)

    def __str__(self):
        return f"<State '{self.state or ''}'>"

    __repr__ = __str__

    async def set(self):
        state = Dispatcher.get_current().current_state()
        await state.set_state(self.state)


class StatesGroupMeta(type):
    def __new__(mcs, name, bases, namespace, **kwargs):
        cls = super(StatesGroupMeta, mcs).__new__(mcs, name, bases, namespace)

        states = []
        childs = []

        cls._group_name = name

        for name, prop in namespace.items():

            if isinstance(prop, State):
                states.append(prop)
            elif inspect.isclass(prop) and issubclass(prop, StatesGroup):
                childs.append(prop)
                prop._parent = cls

        cls._parent = None
        cls._childs = tuple(childs)
        cls._states = tuple(states)
        cls._state_names = tuple(state.state for state in states)

        return cls

    @property
    def __group_name__(cls) -> str:
        return cls._group_name

    @property
    def __full_group_name__(cls) -> str:
        if cls._parent:
            return '.'.join((cls._parent.__full_group_name__, cls._group_name))
        return cls._group_name

    @property
    def states(cls) -> tuple:
        return cls._states

    @property
    def childs(cls) -> tuple:
        return cls._childs

    @property
    def all_childs(cls):
        result = cls.childs
        for child in cls.childs:
            result += child.childs
        return result

    @property
    def all_states(cls):
        result = cls.states
        for group in cls.childs:
            result += group.all_states
        return result

    @property
    def all_states_names(cls):
        return tuple(state.state for state in cls.all_states)

    @property
    def states_names(cls) -> tuple:
        return tuple(state.state for state in cls.states)

    def get_root(cls):
        if cls._parent is None:
            return cls
        return cls._parent.get_root()

    def __contains__(cls, item):
        if isinstance(item, str):
            return item in cls.all_states_names
        if isinstance(item, State):
            return item in cls.all_states
        if isinstance(item, StatesGroup):
            return item in cls.all_childs
        return False

    def __str__(self):
        return f"<StatesGroup '{self.__full_group_name__}'>"


class StatesGroup(metaclass=StatesGroupMeta):
    @classmethod
    async def next(cls) -> str:
        state = Dispatcher.get_current().current_state()
        state_name = await state.get_state()

        try:
            next_step = cls.states_names.index(state_name) + 1
        except ValueError:
            next_step = 0

        try:
            next_state_name = cls.states[next_step].state
        except IndexError:
            next_state_name = None

        await state.set_state(next_state_name)
        return next_state_name

    @classmethod
    async def previous(cls) -> str:
        state = Dispatcher.get_current().current_state()
        state_name = await state.get_state()

        try:
            previous_step = cls.states_names.index(state_name) - 1
        except ValueError:
            previous_step = 0

        if previous_step < 0:
            previous_state_name = None
        else:
            previous_state_name = cls.states[previous_step].state

        await state.set_state(previous_state_name)
        return previous_state_name

    @classmethod
    async def first(cls) -> str:
        state = Dispatcher.get_current().current_state()
        first_step_name = cls.states_names[0]

        await state.set_state(first_step_name)
        return first_step_name

    @classmethod
    async def last(cls) -> str:
        state = Dispatcher.get_current().current_state()
        last_step_name = cls.states_names[-1]

        await state.set_state(last_step_name)
        return last_step_name


default_state = State()
any_state = State(state='*')




          

      

      

    

  

    
      
          
            
  Source code for src.app

# Copyright (C) 2019-2020  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
import asyncio
import secrets

from aiogram.utils import executor

from src import bot
from src import handlers  # noqa: F401
from src import notifications
from src.bot import dp
from src.bot import tg
from src.config import config
from src.database import database
from src.escrow import close_blockchains
from src.escrow import connect_to_blockchains


[docs]async def on_startup(webhook_path=None, *args):
    """Prepare bot before starting.

    Set webhook and run background tasks.
    """
    await tg.delete_webhook()
    if webhook_path is not None:
        await tg.set_webhook("https://" + config.SERVER_HOST + webhook_path)
    await database.users.create_index("referral_code", unique=True, sparse=True)
    asyncio.create_task(notifications.run_loop())
    asyncio.create_task(connect_to_blockchains())



[docs]def main():
    """Start bot in webhook mode.

    Bot's main entry point.
    """
    bot.setup()
    if config.SET_WEBHOOK:
        url_token = secrets.token_urlsafe()
        webhook_path = config.WEBHOOK_PATH + "/" + url_token

        executor.start_webhook(
            dispatcher=dp,
            webhook_path=webhook_path,
            on_startup=lambda *args: on_startup(webhook_path, *args),
            on_shutdown=lambda *args: close_blockchains(),
            host=config.INTERNAL_HOST,
            port=config.SERVER_PORT,
        )
    else:
        executor.start_polling(
            dispatcher=dp,
            on_startup=lambda *args: on_startup(None, *args),
            on_shutdown=lambda *args: close_blockchains(),
        )
    print()  # noqa: T001  Executor stopped with ^C

    # Stop all background tasks
    loop = asyncio.get_event_loop()
    for task in asyncio.all_tasks(loop):
        task.cancel()
        try:
            loop.run_until_complete(task)
        except asyncio.CancelledError:
            pass





          

      

      

    

  

    
      
          
            
  Source code for src.bot

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
import asyncio
import logging
import typing
from time import time

from aiogram import Bot
from aiogram import types
from aiogram.bot import api
from aiogram.contrib.middlewares.logging import LoggingMiddleware
from aiogram.dispatcher import Dispatcher
from aiogram.dispatcher.middlewares import BaseMiddleware
from pymongo import ReturnDocument

from src.config import config
from src.database import database
from src.database import database_user
from src.database import MongoStorage
from src.i18n import i18n


[docs]class IncomingHistoryMiddleware(BaseMiddleware):
    """Middleware for storing incoming history."""

[docs]    async def trigger(self, action, args):
        """Save incoming data in the database."""
        if (
            "update" not in action
            and "error" not in action
            and action.startswith("pre_process_")
        ):
            await database.logs.insert_one(
                {
                    "direction": "in",
                    "type": action.split("pre_process_", 1)[1],
                    "data": args[0].to_python(),
                }
            )




[docs]class TellerBot(Bot):
    """Custom bot class."""

[docs]    async def request(self, method, data=None, *args, **kwargs):
        """Make a request and save it in the database."""
        result = await super().request(method, data, *args, **kwargs)
        if (
            config.DATABASE_LOGGING_ENABLED
            and result
            and method
            not in (
                api.Methods.GET_UPDATES,
                api.Methods.SET_WEBHOOK,
                api.Methods.DELETE_WEBHOOK,
                api.Methods.GET_WEBHOOK_INFO,
                api.Methods.GET_ME,
            )
        ):
            # On requests Telegram either returns True on success or relevant object.
            # To store only useful information, method's payload is saved if result is
            # a boolean and result is saved otherwise.
            await database.logs.insert_one(
                {
                    "direction": "out",
                    "type": method,
                    "data": data if isinstance(result, bool) else result,
                }
            )
        return result




[docs]class DispatcherManual(Dispatcher):
    """Dispatcher with user availability in database check."""

[docs]    async def process_update(self, update: types.Update):
        """Process update object with user availability in database check.

        If bot doesn't know the user, it pretends they sent /start message.
        """
        user = None
        if update.message:
            user = update.message.from_user
            chat = update.message.chat
        elif update.callback_query and update.callback_query.message:
            user = update.callback_query.from_user
            chat = update.callback_query.message.chat
        if user:
            await database.users.update_many(
                {"id": {"$ne": user.id}, "mention": user.mention},
                {"$set": {"has_username": False}},
            )
            document = await database.users.find_one_and_update(
                {"id": user.id, "chat": chat.id},
                {
                    "$set": {
                        "mention": user.mention,
                        "has_username": bool(user.username),
                    }
                },
                return_document=ReturnDocument.AFTER,
            )
            if document is None:
                if update.message:
                    if not update.message.text.startswith("/start "):
                        update.message.text = "/start"
                elif update.callback_query:
                    await update.callback_query.answer()
                    update = types.Update(
                        update_id=update.update_id,
                        message={
                            "message_id": -1,
                            "from": user.to_python(),
                            "chat": chat.to_python(),
                            "date": int(time()),
                            "text": "/start",
                        },
                    )
            database_user.set(document)
        return await super().process_update(update)




tg = TellerBot(None, loop=asyncio.get_event_loop(), validate_token=False)
dp = DispatcherManual(tg)


[docs]def setup():
    """Set API token from config to bot and setup dispatcher."""
    with open(config.TOKEN_FILENAME, "r") as token_file:
        tg._ctx_token.set(token_file.read().strip())

    dp.storage = MongoStorage()

    i18n.reload()
    dp.middleware.setup(i18n)

    logging.basicConfig(level=config.LOGGER_LEVEL)
    dp.middleware.setup(LoggingMiddleware())
    if config.DATABASE_LOGGING_ENABLED:
        dp.middleware.setup(IncomingHistoryMiddleware())



[docs]def private_handler(*args, **kwargs):
    """Register handler only for private message."""

    def decorator(handler: typing.Callable):
        dp.register_message_handler(
            handler,
            lambda message: message.chat.type == types.ChatType.PRIVATE,  # noqa: E721
            *args,
            **kwargs
        )
        return handler

    return decorator



state_handlers = {}


[docs]def state_handler(state):
    """Associate ``state`` with decorated handler."""

    def decorator(handler):
        state_handlers[state.state] = handler
        return handler

    return decorator





          

      

      

    

  

    
      
          
            
  Source code for src.database

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
import typing
from contextvars import ContextVar

from aiogram.dispatcher.storage import BaseStorage
from motor.motor_asyncio import AsyncIOMotorClient

from src.config import config


try:
    with open(config.DATABASE_PASSWORD_FILENAME, "r") as password_file:
        client = AsyncIOMotorClient(
            "mongodb://{username}:{password}@{host}:{port}/{name}".format(
                host=config.DATABASE_HOST,
                port=config.DATABASE_PORT,
                username=config.DATABASE_USERNAME,
                password=password_file.read().strip(),
                name=config.DATABASE_NAME,
            )
        )
except (AttributeError, FileNotFoundError):
    client = AsyncIOMotorClient(config.DATABASE_HOST)
database = client[config.DATABASE_NAME]

database_user: ContextVar[typing.Mapping[str, typing.Any]] = ContextVar("database_user")


[docs]class MongoStorage(BaseStorage):
    """MongoDB asynchronous storage for FSM using motor."""

[docs]    async def get_state(self, user: int, **kwargs) -> typing.Optional[str]:
        """Get current state of user with Telegram ID ``user``."""
        document = await database.users.find_one({"id": user})
        return document.get("state") if document else None


[docs]    async def set_state(
        self, user: int, state: typing.Optional[str] = None, **kwargs
    ) -> None:
        """Set new state ``state`` of user with Telegram ID ``user``."""
        if state is None:
            await database.users.update_one({"id": user}, {"$unset": {"state": True}})
        else:
            await database.users.update_one({"id": user}, {"$set": {"state": state}})


[docs]    async def get_data(self, user: int, **kwargs) -> typing.Dict:
        """Get state data of user with Telegram ID ``user``."""
        document = await database.users.find_one({"id": user})
        return document.get("data", {})


[docs]    async def set_data(
        self, user: int, data: typing.Optional[typing.Dict] = None, **kwargs
    ) -> None:
        """Set state data ``data`` of user with Telegram ID ``user``."""
        if data is None:
            await database.users.update_one({"id": user}, {"$unset": {"data": True}})
        else:
            await database.users.update_one({"id": user}, {"$set": {"data": data}})


[docs]    async def update_data(
        self, user: int, data: typing.Optional[typing.Dict] = None, **kwargs
    ) -> None:
        """Update data of user with Telegram ID ``user``."""
        if data is None:
            data = {}
        data.update(kwargs)
        await database.users.update_one(
            {"id": user},
            {"$set": {f"data.{key}": value for key, value in data.items()}},
        )


[docs]    async def reset_state(self, user: int, with_data: bool = True, **kwargs):
        """Reset state for user with Telegram ID ``user``."""
        update = {"$unset": {"state": True}}
        if with_data:
            update["$unset"]["data"] = True
        await database.users.update_one({"id": user}, update)


[docs]    async def finish(self, user: int, **kwargs):
        """Finish conversation with user."""
        await self.set_state(user=user, state=None)


[docs]    async def wait_closed(self) -> None:
        """Do nothing.

        Motor client does not use this method.
        """


[docs]    async def close(self):
        """Disconnect from MongoDB."""
        client.close()






          

      

      

    

  

    
      
          
            
  Source code for src.escrow

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
from src.config import config
from src.escrow.blockchain import StreamBlockchain


if config.ESCROW_ENABLED:
    from src.escrow.blockchain.golos_blockchain import GolosBlockchain
    from src.escrow.blockchain.cyber_blockchain import CyberBlockchain

    SUPPORTED_BLOCKCHAINS = [GolosBlockchain(), CyberBlockchain()]
else:
    SUPPORTED_BLOCKCHAINS = []


SUPPORTED_BANKS = ("Alfa-Bank", "Sberbank", "Tinkoff")


[docs]def get_escrow_instance(asset: str):
    """Find blockchain instance which supports ``asset``."""
    for bc in SUPPORTED_BLOCKCHAINS:
        if asset in bc.assets:
            return bc



[docs]async def connect_to_blockchains():
    """Run ``connect()`` method on every blockchain instance."""
    for bc in SUPPORTED_BLOCKCHAINS:
        await bc.connect()
        if isinstance(bc, StreamBlockchain) and bc._queue:
            bc.start_streaming()



[docs]async def close_blockchains():
    """Run ``close()`` method on every blockchain instance."""
    for bc in SUPPORTED_BLOCKCHAINS:
        await bc.close()





          

      

      

    

  

    
      
          
            
  Source code for src.handlers

# Copyright (C) 2019, 2020  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
"""Handler modules with default and fallback handlers."""
import logging
import traceback

from aiogram import types
from aiogram.dispatcher.filters.state import any_state
from aiogram.utils import markdown
from aiogram.utils.exceptions import MessageNotModified

from src.bot import dp
from src.bot import tg
from src.config import config
from src.handlers import start_menu  # noqa: F401, noreorder
from src.handlers import creation  # noqa: F401
from src.handlers import escrow  # noqa: F401
from src.handlers import cashback  # noqa: F401
from src.handlers import order  # noqa: F401
from src.handlers import support  # noqa: F401
from src.handlers.base import private_handler
from src.handlers.base import start_keyboard
from src.i18n import i18n

log = logging.getLogger(__name__)


[docs]@private_handler(state=any_state)
async def default_message(message: types.Message):
    """React to message which has not passed any previous conditions."""
    await tg.send_message(
        message.chat.id, i18n("unknown_command"), reply_markup=start_keyboard()
    )



[docs]@dp.callback_query_handler(state=any_state)
async def default_callback_query(call: types.CallbackQuery):
    """React to query which has not passed any previous conditions.

    If callback query is not answered, button will stuck in loading as
    if the bot stopped working until it times out. So unknown buttons
    are better be answered accordingly.
    """
    await call.answer(i18n("unknown_button"))



[docs]@dp.errors_handler()
async def errors_handler(update: types.Update, exception: Exception):
    """Handle exceptions when calling handlers.

    Send error notification to special chat and warn user about the error.
    """
    if isinstance(exception, MessageNotModified):
        return True

    log.error("Error handling request {}".format(update.update_id), exc_info=True)

    chat_id = None
    if update.message:
        update_type = "message"
        from_user = update.message.from_user
        chat_id = update.message.chat.id
    if update.callback_query:
        update_type = "callback query"
        from_user = update.callback_query.from_user
        chat_id = update.callback_query.message.chat.id

    if chat_id is not None:
        try:
            exceptions_chat_id = config.EXCEPTIONS_CHAT_ID
        except AttributeError:
            pass
        else:
            await tg.send_message(
                exceptions_chat_id,
                "Error handling {} {} from {} ({}) in chat {}\n{}".format(
                    update_type,
                    update.update_id,
                    markdown.link(from_user.mention, from_user.url),
                    from_user.id,
                    chat_id,
                    markdown.code(traceback.format_exc(limit=-3)),
                ),
                parse_mode=types.ParseMode.MARKDOWN,
            )
        await tg.send_message(
            chat_id,
            i18n("unexpected_error"),
            reply_markup=start_keyboard(),
        )

    return True





          

      

      

    

  

    
      
          
            
  Source code for src.i18n

# Copyright (C) 2019, 2020  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
import gettext
import typing
from pathlib import Path

from aiogram import types
from aiogram.contrib.middlewares.i18n import I18nMiddleware

from src.database import database_user


[docs]class I18nMiddlewareManual(I18nMiddleware):
    """I18n middleware which gets user locale from database."""

    def __init__(self, domain, path, default="en"):
        """Initialize I18nMiddleware without finding locales."""
        super(I18nMiddleware, self).__init__()

        self.domain = domain
        self.path = path
        self.default = default

[docs]    def find_locales(self) -> typing.Dict[str, gettext.NullTranslations]:
        """Load all compiled locales from path and add default fallbacks."""
        translations = super().find_locales()
        for translation in translations.values():
            translation.add_fallback(translations[self.default])
        return translations


[docs]    async def get_user_locale(
        self, action: str, args: typing.Tuple[typing.Any]
    ) -> typing.Optional[str]:
        """Get user locale by querying collection of users in database.

        Return value of ``locale`` field in user's corresponding
        document if it exists, otherwise return user's Telegram
        language if possible.
        """
        if action not in ("pre_process_message", "pre_process_callback_query"):
            return None

        user: types.User = types.User.get_current()
        document = database_user.get()
        if document:
            locale = document.get("locale", user.language_code)
        else:
            locale = user.language_code
        return locale if locale in self.available_locales else self.default




i18n = plural_i18n = I18nMiddlewareManual("bot", Path(__file__).parents[1] / "locale")




          

      

      

    

  

    
      
          
            
  Source code for src.money

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
import decimal
import re
from decimal import Decimal

from src.i18n import i18n

HIGH_EXP = Decimal("1e15")
LOW_EXP = Decimal("1e-8")


[docs]def gateway_currency_regexp(currency):
    """Return regexp that ignores gateway if it isn't specified."""
    return currency if "." in currency else re.compile(fr"^(\w+\.)?{currency}$")



[docs]def normalize(money: Decimal, exp: Decimal = LOW_EXP) -> Decimal:
    """Round ``money`` to ``exp`` and strip trailing zeroes."""
    if money == money.to_integral_value():
        return money.quantize(Decimal(1))
    return money.quantize(exp, rounding=decimal.ROUND_HALF_UP).normalize()



[docs]def money(value) -> Decimal:
    """Try to return normalized money object constructed from ``value``."""
    try:
        money = Decimal(value)
    except decimal.InvalidOperation:
        raise MoneyValueError(i18n("send_decimal_number"))
    if money <= 0:
        raise MoneyValueError(i18n("send_positive_number"))
    if money >= HIGH_EXP:
        raise MoneyValueError(
            i18n("exceeded_money_limit {limit}").format(limit=f"{HIGH_EXP:,f}")
        )

    normalized = normalize(money)
    if normalized.is_zero():
        raise MoneyValueError(
            i18n("shortage_money_limit {limit}").format(limit=f"{LOW_EXP:.8f}")
        )
    return normalized



[docs]class MoneyValueError(Exception):
    """Inappropriate money argument value."""





          

      

      

    

  

    
      
          
            
  Source code for src.notifications

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
import asyncio
import typing
from time import time

from aiogram.utils.exceptions import TelegramAPIError

from src.bot import tg
from src.database import database
from src.handlers.base import show_order
from src.i18n import i18n
from src.money import gateway_currency_regexp


[docs]async def run_loop():
    """Notify order creators about expired orders in infinite loop."""
    while True:
        cursor = database.orders.find(
            {"expiration_time": {"$lte": time()}, "notify": True}
        )
        sent = False
        async for order in cursor:
            user = await database.users.find_one({"id": order["user_id"]})
            message = i18n("order_expired", locale=user["locale"])
            message += "\nID: {}".format(order["_id"])
            try:
                if sent:
                    await asyncio.sleep(1)  # Avoid Telegram limit
                await tg.send_message(user["chat"], message)
            except TelegramAPIError:
                pass
            else:
                await show_order(order, user["chat"], user["id"], locale=user["locale"])
                sent = True
            finally:
                await database.orders.update_one(
                    {"_id": order["_id"]}, {"$set": {"notify": False}}
                )
        if not sent:
            await asyncio.sleep(1)  # Reduce database load



[docs]async def order_notification(order: typing.Mapping[str, typing.Any]):
    """Notify users about order.

    Subscriptions to these notifications are managed with
    **/subscribe** or **/unsubscribe** commands of ``start_menu``
    handlers.
    """
    users = database.subscriptions.find(
        {
            "subscriptions": {
                "$elemMatch": {
                    "buy": {"$in": [gateway_currency_regexp(order["buy"]), None]},
                    "sell": {"$in": [gateway_currency_regexp(order["sell"]), None]},
                }
            },
        }
    )
    async for user in users:
        if user["id"] == order["user_id"]:
            continue
        order = await database.orders.find_one({"_id": order["_id"]})  # Update order
        if not order or order.get("archived"):
            return
        await show_order(
            order, user["chat"], user["id"], show_id=True, locale=user["locale"]
        )
        await asyncio.sleep(1)  # Avoid Telegram limit





          

      

      

    

  

    
      
          
            
  Source code for src.states

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
from aiogram.dispatcher.filters.state import State
from aiogram.dispatcher.filters.state import StatesGroup


[docs]class OrderCreation(StatesGroup):
    """Steps of order creation.

    States represent values user is required to send. They are in order
    and skippable unless otherwise specified.
    """

    #: Currency user wants to buy (unskippable).
    buy = State()
    #: Gateway of buy currency (unskippable).
    buy_gateway = State()
    #: Currency user wants to sell (unskippable).
    sell = State()
    #: Gateway of sell currency (unskippable).
    sell_gateway = State()
    #: Price in one of the currencies.
    price = State()
    #: Sum in any of the currencies.
    amount = State()
    #: Cashless payment system.
    payment_system = State()
    #: Location object or location name.
    location = State()
    #: Duration in days.
    duration = State()
    #: Any additional comments.
    comments = State()
    #: Finish order creation by skipping comments state.
    set_order = State()



[docs]class Escrow(StatesGroup):
    """States of user during escrow exchange.

    States are uncontrollable by users and are only used to determine
    what action user is required to perform. Because there are two
    parties in escrow exchange and steps are dependant on which
    currencies are used, states do not define full steps of exchange.
    """

    #: Send sum in any of the currencies.
    amount = State()
    #: Agree or disagree to pay fee.
    fee = State()
    #: Choose escrow initiator's bank from listed.
    bank = State()
    #: Send fiat sender's name on card.
    #: Required to verify fiat transfer.
    name = State()
    #: Send fiat receiver's full card number to fiat sender.
    full_card = State()
    #: Send escrow asset receiver's address in blockchain.
    receive_address = State()
    #: Send first and last 4 digits of fiat receiver's card number.
    receive_card_number = State()
    #: Escrow asset sender's address in blockchain.
    send_address = State()
    #: Send first and last 4 digits of fiat sender's card number.
    send_card_number = State()



#: Ask support a question.
asking_support = State("asking_support")
#: Send new value of chosen order's field during editing.
field_editing = State("field_editing")
#: Send new value of chosen order's field during editing.
cashback_address = State("cashback_address")




          

      

      

    

  

    
      
          
            
  Source code for src.whitelist

# Copyright (C) 2019, 2020  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
"""Whitelists for orders."""
from typing import Mapping
from typing import Tuple

from aiogram.types import KeyboardButton
from aiogram.types import ReplyKeyboardMarkup
from aiogram.utils.emoji import emojize

from src.i18n import i18n

FIAT: Tuple[str, ...] = ("CNY", "EUR", "RUB", "UAH", "USD")

CRYPTOCURRENCY: Mapping[str, Tuple[str, ...]] = {
    "BTC": ("GDEX", "RUDEX"),
    "BTS": (),
    "CYBER": (),
    "EOS": ("GDEX", "RUDEX"),
    "ETH": ("GDEX", "RUDEX"),
    "GOLOS": ("CYBER",),
    "HIVE": (),
    "STEEM": ("GDEX", "RUDEX"),
    "TRON": (),
    "USDT": ("BTC", "EOS", "ETH", "FINTEH", "GDEX", "RUDEX", "TRON"),
    "VIZ": (),
    "BIP": (),
    "CMN": (),
}


[docs]def currency_keyboard(currency_type: str) -> ReplyKeyboardMarkup:
    """Get keyboard with currencies from whitelists."""
    keyboard = ReplyKeyboardMarkup(
        row_width=5, one_time_keyboard=currency_type == "sell"
    )
    keyboard.row(*[KeyboardButton(c) for c in FIAT])
    keyboard.add(*[KeyboardButton(c) for c in CRYPTOCURRENCY])
    cancel_button = KeyboardButton(emojize(":x: ") + i18n("cancel"))
    if currency_type == "sell":
        keyboard.row(
            KeyboardButton(emojize(":fast_reverse_button: ") + i18n("back")),
            cancel_button,
        )
    else:
        keyboard.row(cancel_button)
    return keyboard



[docs]def gateway_keyboard(currency: str, currency_type: str) -> ReplyKeyboardMarkup:
    """Get keyboard with gateways of ``currency`` from whitelist."""
    keyboard = ReplyKeyboardMarkup(
        row_width=5, one_time_keyboard=currency_type == "sell"
    )
    keyboard.add(*[KeyboardButton(g) for g in CRYPTOCURRENCY[currency]])
    keyboard.row(
        KeyboardButton(emojize(":fast_reverse_button: ") + i18n("back")),
        KeyboardButton(emojize(":fast_forward: ") + i18n("without_gateway")),
        KeyboardButton(emojize(":x: ") + i18n("cancel")),
    )
    return keyboard





          

      

      

    

  

    
      
          
            
  Source code for src.escrow.blockchain

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
import json
import typing
from abc import ABC
from abc import abstractmethod
from asyncio import create_task
from asyncio import get_running_loop
from decimal import Decimal
from time import time

from aiogram.types import InlineKeyboardButton
from aiogram.types import InlineKeyboardMarkup
from aiogram.types import ParseMode
from aiogram.utils import markdown
from bson.objectid import ObjectId

from src.bot import tg
from src.config import config
from src.database import database
from src.i18n import i18n


[docs]class InsuranceLimits(typing.NamedTuple):
    """Maximum amount of insured asset."""

    #: Limit on sum of a single offer.
    single: Decimal
    #: Limit on overall sum of offers.
    total: Decimal



[docs]class BaseBlockchain(ABC):
    """Abstract class to represent blockchain node client for escrow exchange."""

    #: Internal name of blockchain referenced in ``config.ESCROW_FILENAME``.
    name: str
    #: Frozen set of assets supported by blockchain.
    assets: typing.FrozenSet[str] = frozenset()
    #: Address used by bot.
    address: str
    #: Template of URL to transaction in blockchain explorer. Should
    #: contain ``{}`` which gets replaced with transaction id.
    explorer: str = "{}"

[docs]    @abstractmethod
    async def connect(self) -> None:
        """Establish connection with blockchain node."""


[docs]    @abstractmethod
    async def get_limits(self, asset: str) -> InsuranceLimits:
        """Get maximum amounts of ``asset`` which will be insured during escrow exchange.

        Escrow offer starts only if sum of it doesn't exceed these limits.
        """


[docs]    async def check_transaction(
        self,
        *,
        offer_id: ObjectId,
        from_address: str,
        amount_with_fee: Decimal,
        amount_without_fee: Decimal,
        asset: str,
        memo: str,
        transaction_time: float,
    ) -> bool:
        """Check transaction in history of escrow address.

        :param offer_id: ``_id`` of escrow offer.
        :param from_address: Address which sent assets.
        :param amount_with_fee: Amount of transferred asset with fee added.
        :param amount_without_fee: Amount of transferred asset with fee substracted.
        :param asset: Transferred asset.
        :param memo: Memo in blockchain transaction.
        :param transaction_time: Start of transaction check.
        :return: Queue member with timeout handler or None if queue member is timeouted.
        """


[docs]    @abstractmethod
    async def transfer(
        self, to: str, amount: Decimal, asset: str, memo: str = ""
    ) -> str:
        """Transfer ``asset`` from ``self.address``.

        :param to: Address assets are transferred to.
        :param amount: Amount of transferred asset.
        :param asset: Transferred asset.
        :return: URL to transaction in blockchain explorer.
        """


[docs]    @abstractmethod
    async def is_block_confirmed(
        self, block_num: int, op: typing.Mapping[str, typing.Any]
    ) -> bool:
        """Check if block # ``block_num`` has ``op`` after confirmation.

        Check block on blockchain-specific conditions to consider it confirmed.

        :param block_num: Number of block to check.
        :param op: Operation to check.
        """


[docs]    async def close(self):
        """Close connection with blockchain node."""


    @property
    def nodes(self) -> typing.List[str]:
        """Get list of node URLs."""
        with open(config.ESCROW_FILENAME) as escrow_file:
            return json.load(escrow_file)[self.name]["nodes"]

    @property
    def wif(self) -> str:
        """Get private key encoded to WIF."""
        with open(config.ESCROW_FILENAME) as escrow_file:
            return json.load(escrow_file)[self.name]["wif"]

[docs]    def trx_url(self, trx_id: str) -> str:
        """Get URL on transaction with ID ``trx_id`` on explorer."""
        return self.explorer.format(trx_id)


[docs]    async def create_queue(self) -> typing.List[typing.Dict[str, typing.Any]]:
        """Create queue from unconfirmed transactions in database."""
        queue: typing.List[typing.Dict[str, typing.Any]] = []
        cursor = database.escrow.find(
            {
                "escrow": {"$in": list(self.assets)},
                "memo": {"$exists": True},
                "trx_id": {"$exists": False},
            }
        )
        async for offer in cursor:
            if offer["type"] == "buy":
                address = offer["init"]["send_address"]
                amount = offer["sum_buy"].to_decimal()
            else:
                address = offer["counter"]["send_address"]
                amount = offer["sum_sell"].to_decimal()
            queue_member = {
                "offer_id": offer["_id"],
                "from_address": address,
                "amount_with_fee": offer["sum_fee_up"].to_decimal(),
                "amount_without_fee": amount,
                "asset": offer[offer["type"]],
                "memo": offer["memo"],
                "transaction_time": offer["transaction_time"],
            }
            scheduled_queue_member = await self.schedule_timeout(queue_member)
            if scheduled_queue_member:
                queue.append(scheduled_queue_member)
        return queue


[docs]    def get_min_time(self, queue: typing.List[typing.Dict[str, typing.Any]]) -> float:
        """Get timestamp of earliest transaction from ``queue``."""
        return min(queue, key=lambda q: q["transaction_time"])["transaction_time"]


[docs]    async def schedule_timeout(
        self, queue_member: typing.Dict[str, typing.Any]
    ) -> typing.Optional[typing.Dict[str, typing.Any]]:
        """Schedule timeout of transaction check."""
        timedelta = queue_member["transaction_time"] - time()
        delay = timedelta + config.CHECK_TIMEOUT_HOURS * 60 * 60
        if delay <= 0:
            await self._check_timeout(queue_member["offer_id"])
            return None
        loop = get_running_loop()
        queue_member["timeout_handler"] = loop.call_later(
            delay, self.check_timeout, queue_member["offer_id"]
        )
        return queue_member


[docs]    def check_timeout(self, offer_id: ObjectId) -> None:
        """Start transaction check timeout asynchronously.

        :param offer_id: ``_id`` of escrow offer.
        """
        create_task(self._check_timeout(offer_id))


    async def _check_timeout(self, offer_id: ObjectId) -> None:
        """Timeout transaction check."""
        offer = await database.escrow.find_one_and_delete({"_id": offer_id})
        await database.escrow_archive.insert_one(offer)
        await tg.send_message(
            offer["init"]["id"],
            i18n("check_timeout {hours}", locale=offer["init"]["locale"]).format(
                hours=config.CHECK_TIMEOUT_HOURS
            ),
        )
        await tg.send_message(
            offer["counter"]["id"],
            i18n("check_timeout {hours}", locale=offer["counter"]["locale"]).format(
                hours=config.CHECK_TIMEOUT_HOURS
            ),
        )

    async def _confirmation_callback(
        self,
        offer_id: ObjectId,
        op: typing.Mapping[str, typing.Any],
        trx_id: str,
        block_num: int,
    ) -> bool:
        """Confirm found block with transaction.

        Notify escrow asset sender and check if block is confirmed.
        If it is, continue exchange. If it is not, send warning and
        update ``transaction_time`` of escrow offer.

        :param offer_id: ``_id`` of escrow offer.
        :param op: Operation object to confirm.
        :param trx_id: ID of transaction with desired operation.
        :param block_num: Number of block to confirm.
        :return: True if transaction was confirmed and False otherwise.
        """
        offer = await database.escrow.find_one({"_id": offer_id})
        if not offer:
            return False

        if offer["type"] == "buy":
            new_currency = "sell"
            escrow_user = offer["init"]
            other_user = offer["counter"]
        elif offer["type"] == "sell":
            new_currency = "buy"
            escrow_user = offer["counter"]
            other_user = offer["init"]

        answer = i18n(
            "transaction_passed {currency}", locale=escrow_user["locale"]
        ).format(currency=offer[new_currency])
        await tg.send_message(escrow_user["id"], answer)
        is_confirmed = await create_task(self.is_block_confirmed(block_num, op))
        if is_confirmed:
            await database.escrow.update_one(
                {"_id": offer["_id"]}, {"$set": {"trx_id": trx_id, "unsent": True}}
            )
            keyboard = InlineKeyboardMarkup()
            keyboard.add(
                InlineKeyboardButton(
                    i18n("sent", locale=other_user["locale"]),
                    callback_data="tokens_sent {}".format(offer["_id"]),
                )
            )
            answer = markdown.link(
                i18n("transaction_confirmed", locale=other_user["locale"]),
                self.trx_url(trx_id),
            )
            answer += "\n" + i18n(
                "send {amount} {currency} {address}", locale=other_user["locale"]
            ).format(
                amount=offer[f"sum_{new_currency}"],
                currency=offer[new_currency],
                address=markdown.escape_md(escrow_user["receive_address"]),
            )
            answer += "."
            await tg.send_message(
                other_user["id"],
                answer,
                reply_markup=keyboard,
                parse_mode=ParseMode.MARKDOWN,
            )
            return True

        await database.escrow.update_one(
            {"_id": offer["_id"]}, {"$set": {"transaction_time": time()}}
        )
        answer = i18n("transaction_not_confirmed", locale=escrow_user["locale"])
        answer += " " + i18n("try_again", locale=escrow_user["locale"])
        await tg.send_message(escrow_user["id"], answer)
        return False

    async def _refund_callback(
        self,
        reasons: typing.FrozenSet[str],
        offer_id: ObjectId,
        op: typing.Mapping[str, typing.Any],
        from_address: str,
        amount: Decimal,
        asset: str,
        block_num: int,
    ) -> None:
        """Refund transaction after confirmation because of mistakes in it.

        :param reasons: Frozen set of mistakes in transaction.
            The only allowed elements are ``asset``, ``amount`` and ``memo``.
        :param offer_id: ``_id`` of escrow offer.
        :param op: Operation object to confirm.
        :param from_address: Address which sent assets.
        :param amount: Amount of transferred asset.
        :param asset: Transferred asset.
        """
        offer = await database.escrow.find_one({"_id": offer_id})
        if not offer:
            return

        user = offer["init"] if offer["type"] == "buy" else offer["counter"]
        answer = i18n("transfer_mistakes", locale=user["locale"])
        points = []
        for reason in reasons:
            if reason == "asset":
                memo_point = i18n("wrong_asset", locale="en")
                message_point = i18n("wrong_asset", locale=user["locale"])
            elif reason == "amount":
                memo_point = i18n("wrong_amount", locale="en")
                message_point = i18n("wrong_amount", locale=user["locale"])
            elif reason == "memo":
                memo_point = i18n("wrong_memo", locale="en")
                message_point = i18n("wrong_memo", locale=user["locale"])
            else:
                continue
            points.append(memo_point)
            answer += f"\n• {message_point}"

        answer += "\n\n" + i18n("refund_promise", locale=user["locale"])
        await tg.send_message(user["id"], answer, parse_mode=ParseMode.MARKDOWN)
        is_confirmed = await create_task(self.is_block_confirmed(block_num, op))
        await database.escrow.update_one(
            {"_id": offer["_id"]}, {"$set": {"transaction_time": time()}}
        )
        if is_confirmed:
            trx_url = await self.transfer(
                from_address,
                amount,
                asset,
                memo="reason of refund: " + ", ".join(points),
            )
            answer = markdown.link(
                i18n("transaction_refunded", locale=user["locale"]), trx_url
            )
        else:
            answer = i18n("transaction_not_confirmed", locale=user["locale"])
        answer += " " + i18n("try_again", locale=user["locale"])
        await tg.send_message(user["id"], answer, parse_mode=ParseMode.MARKDOWN)



[docs]class StreamBlockchain(BaseBlockchain):
    """Blockchain node client supporting continuous stream to check transaction."""

    _queue: typing.List[typing.Dict[str, typing.Any]] = []

[docs]    def remove_from_queue(
        self, offer_id: ObjectId
    ) -> typing.Optional[typing.Mapping[str, typing.Any]]:
        """Remove transaction with specified ``offer_id`` value from ``self._queue``.

        :param offer_id: ``_id`` of escrow offer.
        :return: True if transaction was found and False otherwise.
        """
        for queue_member in self._queue:
            if queue_member["offer_id"] == offer_id:
                if "timeout_handler" in queue_member:
                    queue_member["timeout_handler"].cancel()
                self._queue.remove(queue_member)
                return queue_member
        return None


[docs]    def check_timeout(self, offer_id: ObjectId) -> None:
        self.remove_from_queue(offer_id)
        super().check_timeout(offer_id)


[docs]    @abstractmethod
    async def stream(self) -> None:
        """Stream new blocks and check if they contain transactions from ``self._queue``.

        Use built-in method to subscribe to new blocks if node has it,
        otherwise get new blocks in blockchain-specific time interval between blocks.

        If block contains desired transaction, call ``self._confirmation_callback``.
        If it returns True, remove transaction from ``self._queue`` and stop
        streaming if ``self._queue`` is empty.
        """


[docs]    def start_streaming(self) -> None:
        """Start streaming in background asynchronous task."""
        create_task(self.stream())


[docs]    async def add_to_queue(self, **kwargs):
        """Add transaction to self._queue to be checked.

        Same parameters as in ``self.check_transaction``.
        """
        queue_member = await self.schedule_timeout(kwargs)
        if not queue_member:
            return
        self._queue.append(queue_member)
        # Start streaming if not already streaming
        if len(self._queue) == 1:
            self.start_streaming()




[docs]class BlockchainConnectionError(Exception):
    """Unsuccessful attempt at connection to blockchain node."""



[docs]class TransferError(Exception):
    """Unsuccessful attempt at transfer."""





          

      

      

    

  

    
      
          
            
  Source code for src.escrow.escrow_offer

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
import typing
from dataclasses import dataclass

from bson.decimal128 import Decimal128
from bson.objectid import ObjectId

from src.database import database


[docs]def asdict(instance):
    """Represent class instance as dictionary excluding None values."""
    return {key: value for key, value in instance.__dict__.items() if value is not None}



[docs]@dataclass
class EscrowOffer:
    """Class used to represent escrow offer.

    Attributes correspond to fields in database document.
    """

    #: Primary key value of offer document.
    _id: ObjectId
    #: Primary key value of corresponding order document.
    order: ObjectId
    #: Currency which order creator wants to buy.
    buy: str
    #: Currency which order creator wants to sell.
    sell: str
    #: Type of offer. Field of currency which is held during exchange.
    type: str  # noqa: A003
    #: Currency which is held during exchange.
    escrow: str
    #: Unix time stamp of offer creation.
    time: float
    #: Object representing initiator of escrow.
    init: typing.Mapping[str, typing.Any]
    #: Object representing counteragent of escrow.
    counter: typing.Mapping[str, typing.Any]
    #: Telegram ID of user required to send message to bot.
    pending_input_from: typing.Optional[int] = None
    #: Temporary field of currency in which user is sending amount.
    sum_currency: typing.Optional[str] = None
    #: Amount in ``buy`` currency.
    sum_buy: typing.Optional[Decimal128] = None
    #: Amount in ``sell`` currency.
    sum_sell: typing.Optional[Decimal128] = None
    #: Amount of held currency with agreed fee added.
    sum_fee_up: typing.Optional[Decimal128] = None
    #: Amount of held currency with agreed fee substracted.
    sum_fee_down: typing.Optional[Decimal128] = None
    #: Amount of insured currency.
    insured: typing.Optional[Decimal128] = None
    #: Unix time stamp of counteragent first reaction to sent offer.
    react_time: typing.Optional[float] = None
    #: Unix time stamp since which transaction should be checked.
    transaction_time: typing.Optional[float] = None
    #: Unix time stamp of offer cancellation.
    cancel_time: typing.Optional[float] = None
    #: Bank of fiat currency.
    bank: typing.Optional[str] = None
    #: Required memo in blockchain transaction.
    memo: typing.Optional[str] = None
    #: ID of verified transaction.
    trx_id: typing.Optional[str] = None
    #: True if non-escrow token sender hasn't confirmed their transfer.
    unsent: typing.Optional[bool] = None

    def __getitem__(self, key: str) -> typing.Any:
        """Allow to use class as dictionary."""
        return asdict(self)[key]

[docs]    async def insert_document(self) -> None:
        """Convert self to document and insert to database."""
        await database.escrow.insert_one(asdict(self))


[docs]    async def update_document(self, update) -> None:
        """Update corresponding document in database.

        :param update: Document with update operators or aggregation
            pipeline sent to MongoDB.
        """
        await database.escrow.update_one({"_id": self._id}, update)


[docs]    async def delete_document(self) -> None:
        """Archive and delete corresponding document in database."""
        await database.escrow_archive.insert_one(asdict(self))
        await database.escrow.delete_one({"_id": self._id})






          

      

      

    

  

    
      
          
            
  Source code for src.handlers.base

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
import math
import typing
from datetime import datetime
from decimal import Decimal
from time import time

from aiogram import types
from aiogram.utils import markdown
from aiogram.utils.emoji import emojize
from pymongo.cursor import Cursor

from src.config import config
from src.escrow import get_escrow_instance

from src.bot import (  # noqa: F401, noreorder
    dp,
    private_handler,
    state_handler,
    state_handlers,
)
from src.bot import tg
from src.database import database, database_user
from src.i18n import i18n
from src.money import normalize


[docs]def start_keyboard() -> types.ReplyKeyboardMarkup:
    """Create reply keyboard with main menu."""
    keyboard = types.ReplyKeyboardMarkup(resize_keyboard=True, row_width=2)
    keyboard.add(
        types.KeyboardButton(emojize(":heavy_plus_sign: ") + i18n("create_order")),
        types.KeyboardButton(emojize(":bust_in_silhouette: ") + i18n("my_orders")),
        types.KeyboardButton(emojize(":closed_book: ") + i18n("order_book")),
        types.KeyboardButton(emojize(":loudspeaker: ") + i18n("referral_link")),
        types.KeyboardButton(emojize(":moneybag: ") + i18n("claim_cashback")),
        types.KeyboardButton(emojize(":abcd: ") + i18n("language")),
        types.KeyboardButton(emojize(":question: ") + i18n("support")),
    )
    return keyboard



[docs]async def inline_control_buttons(
    back: bool = True, skip: bool = True, cancel: bool = True
) -> typing.List[types.InlineKeyboardButton]:
    """Create inline button row with translated labels to control current state."""
    buttons = []
    if back or skip:
        row = []
        state_name = await dp.current_state().get_state()
        if back:
            row.append(
                types.InlineKeyboardButton(
                    i18n("back"), callback_data=f"state {state_name} back"
                )
            )
        if skip:
            row.append(
                types.InlineKeyboardButton(
                    i18n("skip"), callback_data=f"state {state_name} skip"
                )
            )
        buttons.append(row)
    if cancel:
        buttons.append(
            [types.InlineKeyboardButton(i18n("cancel"), callback_data="cancel")]
        )
    return buttons



[docs]async def orders_list(
    cursor: Cursor,
    chat_id: int,
    start: int,
    quantity: int,
    buttons_data: str,
    user_id: typing.Optional[int] = None,
    message_id: typing.Optional[int] = None,
    invert: typing.Optional[bool] = None,
) -> None:
    """Send list of orders.

    :param cursor: Cursor of MongoDB query to orders.
    :param chat_id: Telegram ID of current chat.
    :param start: Start index.
    :param quantity: Quantity of orders in cursor.
    :param buttons_data: Beginning of callback data of left/right buttons.
    :param user_id: Telegram ID of current user if cursor is not user-specific.
    :param message_id: Telegram ID of message to edit.
    :param invert: Invert all prices.
    """
    user = database_user.get()
    if invert is None:
        invert = user.get("invert_book", False)
    else:
        await database.users.update_one(
            {"_id": user["_id"]}, {"$set": {"invert_book": invert}}
        )

    keyboard = types.InlineKeyboardMarkup(row_width=min(config.ORDERS_COUNT // 2, 8))

    inline_orders_buttons = (
        types.InlineKeyboardButton(
            emojize(":arrow_left:"),
            callback_data="{} {} {}".format(
                buttons_data, start - config.ORDERS_COUNT, 1 if invert else 0
            ),
        ),
        types.InlineKeyboardButton(
            emojize(":arrow_right:"),
            callback_data="{} {} {}".format(
                buttons_data, start + config.ORDERS_COUNT, 1 if invert else 0
            ),
        ),
    )

    if quantity == 0:
        keyboard.row(*inline_orders_buttons)
        text = i18n("no_orders")
        if message_id is None:
            await tg.send_message(chat_id, text, reply_markup=keyboard)
        else:
            await tg.edit_message_text(text, chat_id, message_id, reply_markup=keyboard)
        return

    all_orders = await cursor.to_list(length=start + config.ORDERS_COUNT)
    orders = all_orders[start:]

    lines = []
    buttons = []
    current_time = time()
    for i, order in enumerate(orders):
        line = ""

        if user_id is None:
            if not order.get("archived") and order["expiration_time"] > current_time:
                line += emojize(":arrow_forward: ")
            else:
                line += emojize(":pause_button: ")

        exp = Decimal("1e-5")

        if "sum_sell" in order:
            line += "{:,} ".format(normalize(order["sum_sell"].to_decimal(), exp))
        line += "{} → ".format(order["sell"])

        if "sum_buy" in order:
            line += "{:,} ".format(normalize(order["sum_buy"].to_decimal(), exp))
        line += order["buy"]

        if "price_sell" in order:
            if invert:
                line += " ({:,} {}/{})".format(
                    normalize(order["price_buy"].to_decimal(), exp),
                    order["buy"],
                    order["sell"],
                )
            else:
                line += " ({:,} {}/{})".format(
                    normalize(order["price_sell"].to_decimal(), exp),
                    order["sell"],
                    order["buy"],
                )

        if user_id is not None and order["user_id"] == user_id:
            line = f"*{line}*"

        lines.append(f"{i + 1}. {line}")
        buttons.append(
            types.InlineKeyboardButton(
                "{}".format(i + 1), callback_data="get_order {}".format(order["_id"])
            )
        )

    keyboard.row(
        types.InlineKeyboardButton(
            i18n("invert"),
            callback_data="{} {} {}".format(buttons_data, start, int(not invert)),
        )
    )
    keyboard.add(*buttons)
    keyboard.row(*inline_orders_buttons)

    text = (
        "\\["
        + i18n("page {number} {total}").format(
            number=math.ceil(start / config.ORDERS_COUNT) + 1,
            total=math.ceil(quantity / config.ORDERS_COUNT),
        )
        + "]\n"
        + "\n".join(lines)
    )

    if message_id is None:
        await tg.send_message(
            chat_id,
            text,
            reply_markup=keyboard,
            parse_mode=types.ParseMode.MARKDOWN,
            disable_web_page_preview=True,
        )
    else:
        await tg.edit_message_text(
            text,
            chat_id,
            message_id,
            reply_markup=keyboard,
            parse_mode=types.ParseMode.MARKDOWN,
            disable_web_page_preview=True,
        )



[docs]async def show_order(
    order: typing.Mapping[str, typing.Any],
    chat_id: int,
    user_id: int,
    message_id: typing.Optional[int] = None,
    location_message_id: typing.Optional[int] = None,
    show_id: bool = False,
    invert: typing.Optional[bool] = None,
    edit: bool = False,
    locale: typing.Optional[str] = None,
):
    """Send detailed order.

    :param order: Order document.
    :param chat_id: Telegram ID of chat to send message to.
    :param user_id: Telegram user ID of message receiver.
    :param message_id: Telegram ID of message to edit.
    :param location_message_id: Telegram ID of message with location object.
        It is deleted when **Hide** inline button is pressed.
    :param show_id: Add ID of order to the top.
    :param invert: Invert price.
    :param edit: Enter edit mode.
    :param locale: Locale of message receiver.
    """
    if locale is None:
        locale = i18n.ctx_locale.get()

    new_edit_msg = None
    if invert is None:
        try:
            user = database_user.get()
        except LookupError:
            user = await database.users.find_one({"id": user_id})
        invert = user.get("invert_order", False)
    else:
        user = await database.users.find_one_and_update(
            {"id": user_id}, {"$set": {"invert_order": invert}}
        )
        if "edit" in user:
            if edit:
                if user["edit"]["field"] == "price":
                    new_edit_msg = i18n(
                        "new_price {of_currency} {per_currency}", locale=locale
                    )
                    if invert:
                        new_edit_msg = new_edit_msg.format(
                            of_currency=order["buy"], per_currency=order["sell"]
                        )
                    else:
                        new_edit_msg = new_edit_msg.format(
                            of_currency=order["sell"], per_currency=order["buy"]
                        )
            elif user["edit"]["order_message_id"] == message_id:
                await tg.delete_message(user["chat"], user["edit"]["message_id"])
                await database.users.update_one(
                    {"_id": user["_id"]}, {"$unset": {"edit": True, "state": True}}
                )

    if location_message_id is None:
        if order.get("lat") is not None and order.get("lon") is not None:
            location_message = await tg.send_location(
                chat_id, order["lat"], order["lon"]
            )
            location_message_id = location_message.message_id
        else:
            location_message_id = -1

    header = ""
    if show_id:
        header += "ID: {}\n".format(markdown.code(order["_id"]))

    if order.get("archived"):
        header += markdown.bold(i18n("archived", locale=locale)) + "\n"

    creator = await database.users.find_one({"id": order["user_id"]})
    header += "{} ({}) ".format(
        markdown.link(creator["mention"], types.User(id=creator["id"]).url),
        markdown.code(creator["id"]),
    )
    if invert:
        act = i18n("sells {sell_currency} {buy_currency}", locale=locale)
    else:
        act = i18n("buys {buy_currency} {sell_currency}", locale=locale)
    header += act.format(buy_currency=order["buy"], sell_currency=order["sell"]) + "\n"

    lines = [header]
    field_names = {
        "sum_buy": i18n("buy_amount", locale=locale),
        "sum_sell": i18n("sell_amount", locale=locale),
        "price": i18n("price", locale=locale),
        "payment_system": i18n("payment_system", locale=locale),
        "duration": i18n("duration", locale=locale),
        "comments": i18n("comments", locale=locale),
    }
    lines_format: typing.Dict[str, typing.Optional[str]] = {}
    for name in field_names:
        lines_format[name] = None

    if "sum_buy" in order:
        lines_format["sum_buy"] = "{} {}".format(order["sum_buy"], order["buy"])
    if "sum_sell" in order:
        lines_format["sum_sell"] = "{} {}".format(order["sum_sell"], order["sell"])
    if "price_sell" in order:
        if invert:
            lines_format["price"] = "{} {}/{}".format(
                order["price_buy"], order["buy"], order["sell"]
            )
        else:
            lines_format["price"] = "{} {}/{}".format(
                order["price_sell"], order["sell"], order["buy"]
            )
    if "payment_system" in order:
        lines_format["payment_system"] = order["payment_system"]
    if "duration" in order:
        lines_format["duration"] = "{} - {}".format(
            datetime.utcfromtimestamp(order["start_time"]).strftime("%d.%m.%Y"),
            datetime.utcfromtimestamp(order["expiration_time"]).strftime("%d.%m.%Y"),
        )
    if "comments" in order:
        lines_format["comments"] = "«{}»".format(order["comments"])

    keyboard = types.InlineKeyboardMarkup(row_width=6)

    keyboard.row(
        types.InlineKeyboardButton(
            i18n("invert", locale=locale),
            callback_data="{} {} {} {}".format(
                "revert" if invert else "invert",
                order["_id"],
                location_message_id,
                int(edit),
            ),
        )
    )

    if edit and creator["id"] == user_id:
        buttons = []
        for i, (field, value) in enumerate(lines_format.items()):
            if value is not None:
                lines.append(f"{i + 1}. {field_names[field]} {value}")
            else:
                lines.append(f"{i + 1}. {field_names[field]} -")
            buttons.append(
                types.InlineKeyboardButton(
                    f"{i + 1}",
                    callback_data="edit {} {} {} 0".format(
                        order["_id"], field, location_message_id
                    ),
                )
            )

        keyboard.add(*buttons)
        keyboard.row(
            types.InlineKeyboardButton(
                i18n("finish", locale=locale),
                callback_data="{} {} {} 0".format(
                    "invert" if invert else "revert", order["_id"], location_message_id
                ),
            )
        )

    else:
        for field, value in lines_format.items():
            if value is not None:
                lines.append(field_names[field] + " " + value)

        keyboard.row(
            types.InlineKeyboardButton(
                i18n("similar", locale=locale),
                callback_data="similar {}".format(order["_id"]),
            ),
            types.InlineKeyboardButton(
                i18n("match", locale=locale),
                callback_data="match {}".format(order["_id"]),
            ),
        )

        if creator["id"] == user_id:
            keyboard.row(
                types.InlineKeyboardButton(
                    i18n("edit", locale=locale),
                    callback_data="{} {} {} 1".format(
                        "invert" if invert else "revert",
                        order["_id"],
                        location_message_id,
                    ),
                ),
                types.InlineKeyboardButton(
                    i18n("delete", locale=locale),
                    callback_data="delete {} {}".format(
                        order["_id"], location_message_id
                    ),
                ),
            )
            keyboard.row(
                types.InlineKeyboardButton(
                    i18n("unarchive", locale=locale)
                    if order.get("archived")
                    else i18n("archive", locale=locale),
                    callback_data="archive {} {}".format(
                        order["_id"], location_message_id
                    ),
                ),
                types.InlineKeyboardButton(
                    i18n("change_duration", locale=locale),
                    callback_data="edit {} duration {} 1".format(
                        order["_id"], location_message_id
                    ),
                ),
            )
        elif "price_sell" in order and not order.get("archived"):
            if (
                get_escrow_instance(order["buy"]) is not None
                or get_escrow_instance(order["sell"]) is not None
            ):
                keyboard.row(
                    types.InlineKeyboardButton(
                        i18n("escrow", locale=locale),
                        callback_data="escrow {} sum_buy 0".format(order["_id"]),
                    )
                )

        keyboard.row(
            types.InlineKeyboardButton(
                i18n("hide", locale=locale),
                callback_data="hide {}".format(location_message_id),
            )
        )

    answer = "\n".join(lines)

    if message_id is not None:
        await tg.edit_message_text(
            answer,
            chat_id,
            message_id,
            reply_markup=keyboard,
            parse_mode=types.ParseMode.MARKDOWN,
            disable_web_page_preview=True,
        )
        if new_edit_msg is not None:
            keyboard = types.InlineKeyboardMarkup()
            keyboard.row(
                types.InlineKeyboardButton(
                    i18n("unset", locale=locale), callback_data="unset"
                )
            )
            await tg.edit_message_text(
                new_edit_msg,
                chat_id,
                user["edit"]["message_id"],
                reply_markup=keyboard,
            )
    else:
        await tg.send_message(
            chat_id,
            answer,
            reply_markup=keyboard,
            parse_mode=types.ParseMode.MARKDOWN,
            disable_web_page_preview=True,
        )





          

      

      

    

  

    
      
          
            
  Source code for src.handlers.creation

# Copyright (C) 2019, 2020  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
"""Handlers for order creation.

Handlers decorated with ``state_handler`` are called by
``change_state`` when user skips (where it is possible) or goes back to
corresponding step using back/skip inline buttons. Handlers decorated
with ``private_handler`` are called when user sends value.
"""
import asyncio
import re
from datetime import datetime
from decimal import Decimal
from time import time
from typing import Any
from typing import Mapping
from typing import MutableMapping

import requests
from aiogram import types
from aiogram.dispatcher import FSMContext
from aiogram.dispatcher.filters.state import any_state
from aiogram.types import ContentType
from aiogram.types import InlineKeyboardButton
from aiogram.types import InlineKeyboardMarkup
from aiogram.utils.emoji import emojize
from bson.decimal128 import Decimal128
from pymongo import ReturnDocument

from src import whitelist
from src.bot import dp
from src.bot import tg
from src.config import config
from src.database import database
from src.handlers.base import inline_control_buttons
from src.handlers.base import private_handler
from src.handlers.base import show_order
from src.handlers.base import start_keyboard
from src.handlers.base import state_handler
from src.handlers.base import state_handlers
from src.i18n import i18n
from src.money import money
from src.money import MoneyValueError
from src.money import normalize
from src.notifications import order_notification
from src.states import OrderCreation


CURRENCY_REGEXP = re.compile(r"^(?:([A-Z]+)\.)?([A-Z]+)$")


[docs]@dp.callback_query_handler(lambda call: call.data.startswith("state "), state=any_state)
async def change_state(call: types.CallbackQuery, state: FSMContext):
    """React to back/skip button query."""
    args = call.data.split()
    query_state_name = args[1]
    direction = args[2]

    state_name = await state.get_state()
    if state_name != query_state_name:
        return await call.answer(i18n("wrong_button"))

    if state_name in OrderCreation.all_states_names:
        if direction == "back":
            new_state = await OrderCreation.previous()
        elif direction == "skip":
            new_state = await OrderCreation.next()
        handler = state_handlers.get(new_state)
        if handler:
            error = await handler(call)
            if not error:
                return await call.answer()
        await state.set_state(state_name)

    if direction == "back":
        answer = i18n("back_error")
    elif direction == "skip":
        answer = i18n("skip_error")
    return await call.answer(answer)



[docs]async def cancel_order_creation(user_id: int, chat_id: int):
    """Cancel order creation."""
    await dp.current_state().finish()

    order = await database.creation.delete_one({"user_id": user_id})
    if not order.deleted_count:
        await tg.send_message(
            chat_id,
            i18n("no_creation"),
            reply_markup=start_keyboard(),
        )
        return True

    await tg.send_message(
        chat_id, i18n("order_cancelled"), reply_markup=start_keyboard()
    )



[docs]@dp.callback_query_handler(lambda call: call.data == "cancel", state=any_state)
async def cancel_button(call: types.CallbackQuery, state: FSMContext):
    """React to cancel button."""
    await call.answer()
    await cancel_order_creation(call.from_user.id, call.message.chat.id)



[docs]async def get_currency_with_gateway(currency_type: str, message: types.Message):
    """Try to append gateway from message text to currency."""
    gateway = message.text.upper()

    if len(gateway) >= 20:
        await tg.send_message(
            message.chat.id,
            i18n("exceeded_character_limit {limit} {sent}").format(
                limit=20, sent=len(gateway)
            ),
        )
        return None

    if any(ch < "A" or ch > "Z" for ch in gateway):
        await tg.send_message(message.chat.id, i18n("non_latin_characters_gateway"))
        return None

    order = await database.creation.find_one({"user_id": message.from_user.id})
    if gateway not in whitelist.CRYPTOCURRENCY[order[currency_type]]:
        keyboard = InlineKeyboardMarkup()
        keyboard.row(
            InlineKeyboardButton(
                i18n("request_whitelisting"),
                callback_data="whitelisting_request {}.{}".format(
                    gateway, order[currency_type]
                ),
            )
        )
        keyboard.row(InlineKeyboardButton(i18n("cancel"), callback_data="cancel"))
        await tg.send_message(
            message.chat.id,
            i18n("gateway_not_whitelisted {currency}").format(
                currency=order[currency_type]
            ),
            reply_markup=keyboard,
        )
        return False

    return order, gateway + "." + order[currency_type]



[docs]async def match_currency(currency_type: str, message: types.Message):
    """Match message text with currency pattern."""
    text = message.text.upper()

    if len(text) >= 20:
        await tg.send_message(
            message.chat.id,
            i18n("exceeded_character_limit {limit} {sent}").format(
                limit=20, sent=len(text)
            ),
        )
        return None

    match = CURRENCY_REGEXP.match(text)
    if not match:
        await tg.send_message(message.chat.id, i18n("non_latin_characters_currency"))
        return None

    whitelisting_request_answer = None
    gateway, currency = match.groups()
    if currency in whitelist.FIAT:
        if gateway is not None:
            await tg.send_message(message.chat.id, i18n("no_fiat_gateway"))
            return None
    elif currency in whitelist.CRYPTOCURRENCY:
        gateways = whitelist.CRYPTOCURRENCY[currency]
        if gateway is None:
            if gateways:
                await database.creation.update_one(
                    {"user_id": message.from_user.id},
                    {"$set": {currency_type: currency}},
                )
                await tg.send_message(
                    message.chat.id,
                    i18n("choose_gateway {currency}").format(currency=currency),
                    reply_markup=whitelist.gateway_keyboard(currency, currency_type),
                )
                await OrderCreation.next()
                return None
        elif gateway not in gateways:
            whitelisting_request_answer = i18n(
                "gateway_not_whitelisted {currency}"
            ).format(currency=currency)
    else:
        whitelisting_request_answer = i18n("currency_not_whitelisted")

    if whitelisting_request_answer is not None:
        keyboard = InlineKeyboardMarkup()
        keyboard.row(
            InlineKeyboardButton(
                i18n("request_whitelisting"),
                callback_data=f"whitelisting_request {match.group(0)}",
            )
        )
        keyboard.row(InlineKeyboardButton(i18n("cancel"), callback_data="cancel"))
        await tg.send_message(
            message.chat.id, whitelisting_request_answer, reply_markup=keyboard
        )
        return None

    return f"{gateway}.{currency}" if gateway else currency



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("whitelisting_request "), state=any_state
)
async def whitelisting_request(call: types.CallbackQuery):
    """Send whitelisting request to support or increment requests count."""
    currency = call.data.split()[1]
    request = await database.whitelisting_requests.find_one_and_update(
        {"_id": currency},
        {"$addToSet": {"users": call.from_user.id}},
        upsert=True,
        return_document=ReturnDocument.BEFORE,
    )

    double_request = False
    if request:
        if call.from_user.id in request["users"]:
            double_request = True
        else:
            support_text = emojize(":label: #whitelisting_request {} - {}.").format(
                currency, len(request["users"]) + 1
            )
            if len(request["users"]) == 1:
                message = await tg.send_message(config.SUPPORT_CHAT_ID, support_text)
                await database.whitelisting_requests.update_one(
                    {"_id": request["_id"]},
                    {"$set": {"message_id": message.message_id}},
                )
            else:
                await tg.edit_message_text(
                    support_text,
                    config.SUPPORT_CHAT_ID,
                    request["message_id"],
                )

    await call.answer()
    await tg.send_message(
        call.message.chat.id,
        i18n("double_request") if double_request else i18n("request_sent"),
    )



[docs]@private_handler(state=OrderCreation.buy)
async def choose_buy(message: types.Message, state: FSMContext):
    """Set currency user wants to buy and ask for one they want to sell."""
    if message.text.startswith(emojize(":x:")):
        await cancel_order_creation(message.from_user.id, message.chat.id)
        return

    match = await match_currency("buy", message)
    if not match:
        return

    await database.creation.update_one(
        {"user_id": message.from_user.id}, {"$set": {"buy": match}}
    )
    await OrderCreation.sell.set()
    await tg.send_message(
        message.chat.id,
        i18n("ask_sell_currency"),
        reply_markup=whitelist.currency_keyboard("sell"),
    )



[docs]@private_handler(state=OrderCreation.buy_gateway)
async def choose_buy_gateway(message: types.Message, state: FSMContext):
    """Set gateway of buy currency and ask for sell currency."""
    if message.text.startswith(emojize(":fast_reverse_button:")):
        await OrderCreation.previous()
        await tg.send_message(
            message.chat.id,
            i18n("ask_buy_currency"),
            reply_markup=whitelist.currency_keyboard("buy"),
        )
        return
    elif message.text.startswith(emojize(":x:")):
        await cancel_order_creation(message.from_user.id, message.chat.id)
        return
    elif not message.text.startswith(emojize(":fast_forward:")):
        gateway_result = await get_currency_with_gateway("buy", message)
        if not gateway_result:
            return
        order, currency = gateway_result
        await database.creation.update_one(
            {"_id": order["_id"]}, {"$set": {"buy": currency}}
        )

    await OrderCreation.sell.set()
    await tg.send_message(
        message.chat.id,
        i18n("ask_sell_currency"),
        reply_markup=whitelist.currency_keyboard("sell"),
    )



[docs]async def set_price_state(message: types.Message, order: Mapping[str, Any]):
    """Ask for price."""
    await OrderCreation.price.set()
    buttons = await inline_control_buttons(back=False)
    buttons.insert(0, [InlineKeyboardButton(i18n("invert"), callback_data="price buy")])
    await tg.send_message(
        message.chat.id,
        i18n("ask_buy_price {of_currency} {per_currency}").format(
            of_currency=order["sell"], per_currency=order["buy"]
        ),
        reply_markup=InlineKeyboardMarkup(inline_keyboard=buttons),
    )



[docs]@private_handler(state=OrderCreation.sell)
async def choose_sell(message: types.Message, state: FSMContext):
    """Set currency user wants to sell and ask for price."""
    if message.text.startswith(emojize(":fast_reverse_button:")):
        await OrderCreation.buy.set()
        await tg.send_message(
            message.chat.id,
            i18n("ask_buy_currency"),
            reply_markup=whitelist.currency_keyboard("buy"),
        )
        return
    elif message.text.startswith(emojize(":x:")):
        await cancel_order_creation(message.from_user.id, message.chat.id)
        return

    match = await match_currency("sell", message)
    if not match:
        return

    order = await database.creation.find_one_and_update(
        {"user_id": message.from_user.id, "buy": {"$ne": match}},
        {"$set": {"sell": match, "price_currency": "sell"}},
        return_document=ReturnDocument.AFTER,
    )
    if not order:
        await tg.send_message(
            message.chat.id,
            i18n("same_currency_error"),
            reply_markup=whitelist.currency_keyboard("sell"),
        )
        return

    await set_price_state(message, order)



[docs]@private_handler(state=OrderCreation.sell_gateway)
async def choose_sell_gateway(message: types.Message, state: FSMContext):
    """Set gateway of sell currency and ask for price."""
    if message.text.startswith(emojize(":fast_reverse_button:")):
        await OrderCreation.previous()
        await tg.send_message(
            message.chat.id,
            i18n("ask_sell_currency"),
            reply_markup=whitelist.currency_keyboard("sell"),
        )
        return
    elif message.text.startswith(emojize(":x:")):
        await cancel_order_creation(message.from_user.id, message.chat.id)
        return

    same_gateway = False
    if not message.text.startswith(emojize(":fast_forward:")):
        gateway_result = await get_currency_with_gateway("sell", message)
        if not gateway_result:
            return
        order, currency = gateway_result
        if currency == order["buy"]:
            same_gateway = True
        else:
            await database.creation.update_one(
                {"_id": order["_id"]},
                {"$set": {"sell": currency, "price_currency": "sell"}},
            )
    else:
        order = await database.creation.find_one_and_update(
            {"user_id": message.from_user.id, "$expr": {"$ne": ["$buy", "$sell"]}},
            {"$set": {"price_currency": "sell"}},
            return_document=ReturnDocument.AFTER,
        )
        if not order:
            order = await database.creation.find_one({"user_id": message.from_user.id})
            same_gateway = True

    if same_gateway:
        await tg.send_message(
            message.chat.id,
            i18n("same_gateway_error"),
            reply_markup=whitelist.gateway_keyboard(order["sell"], "sell"),
        )
    else:
        await set_price_state(message, order)



[docs]async def price_ask(
    call: types.CallbackQuery, order: Mapping[str, Any], price_currency: str
):
    """Edit currency of price in message to ``price_currency`` field value."""
    if price_currency == "sell":
        answer = i18n("ask_buy_price {of_currency} {per_currency}").format(
            of_currency=order["sell"], per_currency=order["buy"]
        )
        callback_command = "buy"
    else:
        answer = i18n("ask_sell_price {of_currency} {per_currency}").format(
            of_currency=order["buy"], per_currency=order["sell"]
        )
        callback_command = "sell"

    buttons = await inline_control_buttons()
    callback_data = f"price {callback_command}"
    buttons.insert(
        0,
        [InlineKeyboardButton(i18n("invert"), callback_data=callback_data)],
    )
    await tg.edit_message_text(
        answer,
        call.message.chat.id,
        call.message.message_id,
        reply_markup=InlineKeyboardMarkup(inline_keyboard=buttons),
    )



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("price "), state=OrderCreation.price
)
async def invert_price(call: types.CallbackQuery):
    """Change currency of price."""
    price_currency = call.data.split()[1]
    order = await database.creation.find_one_and_update(
        {"user_id": call.from_user.id}, {"$set": {"price_currency": price_currency}}
    )
    await price_ask(call, order, price_currency)



[docs]@state_handler(OrderCreation.price)
async def price_handler(call: types.CallbackQuery):
    """Ask for price."""
    order = await database.creation.find_one({"user_id": call.from_user.id})
    if not order:
        await call.answer(i18n("no_creation"))
        return True

    price_currency = order.get("price_currency")
    if not price_currency:
        price_currency = "sell"
        await database.creation.update_one(
            {"_id": order["_id"]}, {"$set": {"price_currency": price_currency}}
        )
    await price_ask(call, order, price_currency)



[docs]@private_handler(state=OrderCreation.price)
async def choose_price(message: types.Message, state: FSMContext):
    """Set price and ask for sum currency."""
    try:
        price = money(message.text)
    except MoneyValueError as exception:
        await tg.send_message(message.chat.id, str(exception))
        return

    order = await database.creation.find_one({"user_id": message.from_user.id})
    if order["price_currency"] == "sell":
        update_dict = {
            "price_sell": Decimal128(price),
            "price_buy": Decimal128(normalize(Decimal(1) / price)),
        }
    else:
        update_dict = {
            "price_buy": Decimal128(price),
            "price_sell": Decimal128(normalize(Decimal(1) / price)),
        }

    order = await database.creation.find_one_and_update(
        {"user_id": message.from_user.id},
        {"$set": update_dict, "$unset": {"price_currency": True}},
        return_document=ReturnDocument.AFTER,
    )

    await OrderCreation.amount.set()

    keyboard = InlineKeyboardMarkup()
    keyboard.add(
        InlineKeyboardButton(order["buy"], callback_data="sum buy"),
        InlineKeyboardButton(order["sell"], callback_data="sum sell"),
    )
    for row in await inline_control_buttons():
        keyboard.row(*row)

    await tg.send_message(
        message.chat.id, i18n("ask_sum_currency"), reply_markup=keyboard
    )



[docs]@state_handler(OrderCreation.amount)
async def sum_handler(call: types.CallbackQuery):
    """Ask for sum currency."""
    order = await database.creation.find_one_and_update(
        {"user_id": call.from_user.id}, {"$unset": {"price_currency": True}}
    )

    if not order:
        await call.answer(i18n("no_creation"))
        return True

    keyboard = InlineKeyboardMarkup()
    keyboard.add(
        InlineKeyboardButton(order["buy"], callback_data="sum buy"),
        InlineKeyboardButton(order["sell"], callback_data="sum sell"),
    )
    for row in await inline_control_buttons():
        keyboard.row(*row)

    await tg.edit_message_text(
        i18n("ask_sum_currency"),
        call.message.chat.id,
        call.message.message_id,
        reply_markup=keyboard,
    )



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("sum "), state=OrderCreation.amount
)
async def choose_sum_currency(call: types.CallbackQuery):
    """Set sum currency and ask for sum in that currency."""
    sum_currency = call.data.split()[1]
    order = await database.creation.find_one_and_update(
        {"user_id": call.from_user.id}, {"$set": {"sum_currency": sum_currency}}
    )
    await call.answer()
    await tg.send_message(
        call.message.chat.id,
        i18n("ask_order_sum {currency}").format(currency=order[sum_currency]),
    )



[docs]@private_handler(state=OrderCreation.amount)
async def choose_sum(message: types.Message, state: FSMContext):
    """Set sum.

    If price and sum in another currency were not specified, ask for
    sum in another currency. Otherwise calculate it if price was
    specified, and, finally, ask for cashless payment system.
    """
    order = await database.creation.find_one({"user_id": message.from_user.id})
    if "sum_currency" not in order:
        currency = message.text.upper()
        if currency == order["buy"]:
            sum_currency = "buy"
        elif currency == order["sell"]:
            sum_currency = "sell"
        else:
            await tg.send_message(
                message.chat.id, i18n("choose_sum_currency_with_buttons")
            )
            return
        await database.creation.update_one(
            {"_id": order["_id"]}, {"$set": {"sum_currency": sum_currency}}
        )
        await tg.send_message(
            message.chat.id, i18n("ask_order_sum {currency}").format(currency=currency)
        )
        return

    try:
        transaction_sum = money(message.text)
    except MoneyValueError as exception:
        await tg.send_message(message.chat.id, str(exception))
        return

    update_dict = {"sum_" + order["sum_currency"]: Decimal128(transaction_sum)}

    new_sum_currency = "sell" if order["sum_currency"] == "buy" else "buy"
    sum_field = f"sum_{new_sum_currency}"
    price_field = f"price_{new_sum_currency}"

    if price_field in order:
        update_dict[sum_field] = Decimal128(
            normalize(transaction_sum * order[price_field].to_decimal())
        )
    elif sum_field not in order:
        update_dict["sum_currency"] = new_sum_currency
        await database.creation.update_one({"_id": order["_id"]}, {"$set": update_dict})
        await tg.send_message(
            message.chat.id,
            i18n("ask_order_sum {currency}").format(
                currency=order[update_dict["sum_currency"]]
            ),
            reply_markup=InlineKeyboardMarkup(
                inline_keyboard=await inline_control_buttons(back=False)
            ),
        )
        return

    await database.creation.update_one({"_id": order["_id"]}, {"$set": update_dict})
    if order["buy"] not in whitelist.FIAT and order["sell"] not in whitelist.FIAT:
        await OrderCreation.location.set()
        await tg.send_message(
            message.chat.id,
            i18n("ask_location"),
            reply_markup=InlineKeyboardMarkup(
                inline_keyboard=await inline_control_buttons()
            ),
        )
        return
    await OrderCreation.payment_system.set()
    await tg.send_message(
        message.chat.id,
        i18n("cashless_payment_system"),
        reply_markup=InlineKeyboardMarkup(
            inline_keyboard=await inline_control_buttons()
        ),
    )



[docs]@state_handler(OrderCreation.payment_system)
async def payment_system_handler(call: types.CallbackQuery):
    """Ask for cashless payment system."""
    direction = call.data.split()[2]
    order = await database.creation.find_one({"user_id": call.from_user.id})
    if order["buy"] not in whitelist.FIAT and order["sell"] not in whitelist.FIAT:
        if direction == "back":
            state = await OrderCreation.previous()
        elif direction == "skip":
            state = await OrderCreation.next()
        return await state_handlers[state](call)
    await tg.edit_message_text(
        i18n("cashless_payment_system"),
        call.message.chat.id,
        call.message.message_id,
        reply_markup=InlineKeyboardMarkup(
            inline_keyboard=await inline_control_buttons()
        ),
    )



[docs]@private_handler(state=OrderCreation.payment_system)
async def choose_payment_system(message: types.Message, state: FSMContext):
    """Set payment system and ask for location."""
    payment_system = message.text.replace("\n", " ")
    if len(payment_system) >= 150:
        await tg.send_message(
            message.chat.id,
            i18n("exceeded_character_limit {limit} {sent}").format(
                limit=150, sent=len(payment_system)
            ),
        )
        return

    await database.creation.update_one(
        {"user_id": message.from_user.id}, {"$set": {"payment_system": payment_system}}
    )
    await OrderCreation.location.set()
    await tg.send_message(
        message.chat.id,
        i18n("ask_location"),
        reply_markup=InlineKeyboardMarkup(
            inline_keyboard=await inline_control_buttons()
        ),
    )



[docs]@state_handler(OrderCreation.location)
async def location_handler(call: types.CallbackQuery):
    """Ask for location."""
    await tg.edit_message_text(
        i18n("ask_location"),
        call.message.chat.id,
        call.message.message_id,
        reply_markup=InlineKeyboardMarkup(
            inline_keyboard=await inline_control_buttons()
        ),
    )



[docs]@private_handler(state=OrderCreation.location, content_types=ContentType.TEXT)
async def text_location(message: types.Message, state: FSMContext):
    """Find location by name.

    If there is only one option, set it and ask for duration. Otherwise
    send a list of these options for user to choose.
    """
    query = message.text

    language = i18n.ctx_locale.get()
    location_cache = await database.locations.find_one({"q": query, "lang": language})

    if location_cache:
        results = location_cache["results"]
    else:
        params = {"q": query, "format": "json", "accept-language": language}
        request = requests.get(
            "https://nominatim.openstreetmap.org/search",
            params=params,
            headers={"User-Agent": "TellerBot"},
        )

        results = [
            {
                "display_name": result["display_name"],
                "lat": result["lat"],
                "lon": result["lon"],
            }
            for result in request.json()[:10]
        ]

        # Cache results to reduce dublicate requests
        await database.locations.insert_one(
            {
                "q": query,
                "lang": language,
                "results": results,
                "date": datetime.utcnow(),
            }
        )

    if not results:
        await tg.send_message(message.chat.id, i18n("location_not_found"))
        return

    if len(results) == 1:
        location = results[0]
        await database.creation.update_one(
            {"user_id": message.from_user.id},
            {"$set": {"lat": float(location["lat"]), "lon": float(location["lon"])}},
        )
        await OrderCreation.duration.set()
        await tg.send_message(
            message.chat.id,
            i18n("ask_duration {limit}").format(limit=config.ORDER_DURATION_LIMIT),
            reply_markup=InlineKeyboardMarkup(
                inline_keyboard=await inline_control_buttons()
            ),
        )
        return

    keyboard = InlineKeyboardMarkup(row_width=5)

    answer = i18n("choose_location") + "\n\n"
    buttons = []
    for i, result in enumerate(results):
        answer += "{}. {}\n".format(i + 1, result["display_name"])
        buttons.append(
            InlineKeyboardButton(
                f"{i + 1}",
                callback_data="location {} {}".format(result["lat"], result["lon"]),
            )
        )
    keyboard.add(*buttons)

    await tg.send_message(message.chat.id, answer, reply_markup=keyboard)



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("location "), state=OrderCreation.location
)
async def geocoded_location(call: types.CallbackQuery):
    """Choose location from list of options and ask for duration."""
    latitude, longitude = call.data.split()[1:]
    await database.creation.update_one(
        {"user_id": call.from_user.id},
        {"$set": {"lat": float(latitude), "lon": float(longitude)}},
    )
    await OrderCreation.duration.set()
    await call.answer()
    await duration_handler(call)



[docs]@private_handler(state=OrderCreation.location, content_types=ContentType.LOCATION)
async def choose_location(message: types.Message, state: FSMContext):
    """Set location from Telegram object and ask for duration."""
    location = message.location
    await database.creation.update_one(
        {"user_id": message.from_user.id},
        {"$set": {"lat": location.latitude, "lon": location.longitude}},
    )
    await OrderCreation.duration.set()
    await tg.send_message(
        message.chat.id,
        i18n("ask_duration {limit}").format(limit=config.ORDER_DURATION_LIMIT),
        reply_markup=InlineKeyboardMarkup(
            inline_keyboard=await inline_control_buttons()
        ),
    )



[docs]@state_handler(OrderCreation.duration)
async def duration_handler(call: types.CallbackQuery):
    """Ask for duration."""
    await tg.edit_message_text(
        i18n("ask_duration {limit}").format(limit=config.ORDER_DURATION_LIMIT),
        call.message.chat.id,
        call.message.message_id,
        reply_markup=InlineKeyboardMarkup(
            inline_keyboard=await inline_control_buttons()
        ),
    )



[docs]@private_handler(state=OrderCreation.duration)
async def choose_duration(message: types.Message, state: FSMContext):
    """Set duration and ask for comments."""
    try:
        duration = int(message.text)
        if duration <= 0:
            raise ValueError
    except ValueError:
        await tg.send_message(message.chat.id, i18n("send_natural_number"))
        return

    if duration > config.ORDER_DURATION_LIMIT:
        await tg.send_message(
            message.chat.id,
            i18n("exceeded_duration_limit {limit}").format(
                limit=config.ORDER_DURATION_LIMIT
            ),
        )
        return

    await database.creation.update_one(
        {"user_id": message.from_user.id}, {"$set": {"duration": duration}}
    )

    await OrderCreation.comments.set()
    await tg.send_message(
        message.chat.id,
        i18n("ask_comments"),
        reply_markup=InlineKeyboardMarkup(
            inline_keyboard=await inline_control_buttons()
        ),
    )



[docs]async def set_order(order: MutableMapping[str, Any], chat_id: int):
    """Set missing values and finish order creation."""
    order["start_time"] = time()
    if "duration" not in order:
        order["duration"] = config.ORDER_DURATION_LIMIT
    order["expiration_time"] = time() + order["duration"] * 24 * 60 * 60
    order["notify"] = True
    if "price_sell" not in order and "sum_buy" in order and "sum_sell" in order:
        order["price_sell"] = Decimal128(
            normalize(order["sum_sell"].to_decimal() / order["sum_buy"].to_decimal())
        )
        order["price_buy"] = Decimal128(
            normalize(order["sum_buy"].to_decimal() / order["sum_sell"].to_decimal())
        )

    inserted_order = await database.orders.insert_one(order)
    order["_id"] = inserted_order.inserted_id
    await tg.send_message(chat_id, i18n("order_set"), reply_markup=start_keyboard())
    await show_order(order, chat_id, order["user_id"], show_id=True)
    asyncio.create_task(order_notification(order))



[docs]@state_handler(OrderCreation.comments)
async def comment_handler(call: types.CallbackQuery):
    """Ask for comments."""
    await tg.edit_message_text(
        i18n("ask_comments"),
        call.message.chat.id,
        call.message.message_id,
        reply_markup=InlineKeyboardMarkup(
            inline_keyboard=await inline_control_buttons()
        ),
    )



[docs]@private_handler(state=OrderCreation.comments)
async def choose_comments(message: types.Message, state: FSMContext):
    """Set comments and finish order creation."""
    comments = message.text
    if len(comments) >= 150:
        await tg.send_message(
            message.chat.id,
            i18n("exceeded_character_limit {limit} {sent}").format(
                limit=150, sent=len(comments)
            ),
        )
        return

    order = await database.creation.find_one_and_delete(
        {"user_id": message.from_user.id}
    )
    if order:
        order["comments"] = comments
        await set_order(order, message.chat.id)
    await state.finish()



[docs]@state_handler(OrderCreation.set_order)
async def choose_comments_handler(call: types.CallbackQuery):
    """Finish order creation."""
    order = await database.creation.find_one_and_delete({"user_id": call.from_user.id})
    await call.answer()
    if order:
        await set_order(order, call.message.chat.id)
    await dp.current_state().finish()





          

      

      

    

  

    
      
          
            
  Source code for src.handlers.escrow

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
"""Handlers for escrow exchange."""
import asyncio
import typing
from dataclasses import replace
from decimal import Decimal
from functools import wraps
from time import time

from aiogram import types
from aiogram.dispatcher import FSMContext
from aiogram.dispatcher.filters.state import any_state
from aiogram.types import InlineKeyboardButton
from aiogram.types import InlineKeyboardMarkup
from aiogram.types import ParseMode
from aiogram.types import User
from aiogram.utils import markdown
from bson.decimal128 import Decimal128
from bson.objectid import ObjectId

from src import referral_system as rs
from src import states
from src.bot import dp
from src.bot import tg
from src.config import config
from src.database import database
from src.escrow import get_escrow_instance
from src.escrow import SUPPORTED_BANKS
from src.escrow.blockchain import StreamBlockchain
from src.escrow.escrow_offer import EscrowOffer
from src.handlers.base import private_handler
from src.handlers.base import start_keyboard
from src.i18n import i18n
from src.money import money
from src.money import MoneyValueError
from src.money import normalize


[docs]async def get_card_number(
    text: str, chat_id: int
) -> typing.Optional[typing.Tuple[str, str]]:
    """Parse first and last 4 digits from card number in ``text``.

    If parsing is unsuccessful, send warning to ``chat_id`` and return
    None. Otherwise return tuple of first and last 4 digits of card number.
    """
    if len(text) < 8:
        await tg.send_message(chat_id, i18n("send_at_least_8_digits"))
        return None
    first = text[:4]
    last = text[-4:]
    if not first.isdigit() or not last.isdigit():
        await tg.send_message(chat_id, i18n("digits_parsing_error"))
        return None
    return (first, last)



[docs]@dp.async_task
async def call_later(delay: float, callback: typing.Callable, *args, **kwargs):
    """Call ``callback(*args, **kwargs)`` asynchronously after ``delay`` seconds."""
    await asyncio.sleep(delay)
    return await callback(*args, **kwargs)



[docs]def escrow_callback_handler(*args, state=any_state, **kwargs):
    """Simplify handling callback queries during escrow exchange.

    Add offer of ``EscrowOffer`` to arguments of decorated callback query handler.
    """

    def decorator(
        handler: typing.Callable[[types.CallbackQuery, EscrowOffer], typing.Any]
    ):
        @wraps(handler)
        @dp.callback_query_handler(*args, state=state, **kwargs)
        async def wrapper(call: types.CallbackQuery):
            offer_id = call.data.split()[1]
            offer = await database.escrow.find_one({"_id": ObjectId(offer_id)})
            if not offer:
                await call.answer(i18n("offer_not_active"))
                return

            return await handler(call, EscrowOffer(**offer))

        return wrapper

    return decorator



[docs]def escrow_message_handler(*args, **kwargs):
    """Simplify handling messages during escrow exchange.

    Add offer of ``EscrowOffer`` to arguments of decorated private message handler.
    """

    def decorator(handler: typing.Callable[[types.Message, EscrowOffer], typing.Any]):
        @wraps(handler)
        @private_handler(*args, **kwargs)
        async def wrapper(message: types.Message, state: FSMContext):
            offer = await database.escrow.find_one(
                {"pending_input_from": message.from_user.id}
            )
            if not offer:
                await tg.send_message(message.chat.id, i18n("offer_not_active"))
                return

            return await handler(message, EscrowOffer(**offer))

        return wrapper

    return decorator



[docs]async def get_insurance(offer: EscrowOffer) -> Decimal:
    """Get insurance of escrow asset in ``offer`` taking limits into account."""
    offer_sum = offer[f"sum_{offer.type}"].to_decimal()
    asset = offer.escrow
    limits = await get_escrow_instance(asset).get_limits(asset)
    if not limits:
        return offer_sum
    insured = min(offer_sum, limits.single)
    cursor = database.escrow.aggregate(
        [{"$group": {"_id": 0, "insured_total": {"$sum": "$insured"}}}]
    )
    if await cursor.fetch_next:
        insured_total = cursor.next_object()["insured_total"]
        if insured_total != 0:
            insured_total = insured_total.to_decimal()
        total_difference = limits.total - insured_total - insured
        if total_difference < 0:
            insured += total_difference
    return normalize(insured)



[docs]@escrow_message_handler(state=states.Escrow.amount)
async def set_escrow_sum(message: types.Message, offer: EscrowOffer):
    """Set sum and ask for fee payment agreement."""
    try:
        offer_sum = money(message.text)
    except MoneyValueError as exception:
        await tg.send_message(message.chat.id, str(exception))
        return

    order = await database.orders.find_one({"_id": offer.order})
    order_sum = order.get(offer.sum_currency)
    if order_sum and offer_sum > order_sum.to_decimal():
        await tg.send_message(message.chat.id, i18n("exceeded_order_sum"))
        return

    update_dict = {offer.sum_currency: Decimal128(offer_sum)}
    new_currency = "sell" if offer.sum_currency == "sum_buy" else "buy"
    update_dict[f"sum_{new_currency}"] = Decimal128(
        normalize(offer_sum * order[f"price_{new_currency}"].to_decimal())
    )
    escrow_sum = update_dict[f"sum_{offer.type}"]
    escrow_fee = Decimal(config.ESCROW_FEE_PERCENTS) / Decimal("100")
    update_dict["sum_fee_up"] = Decimal128(
        normalize(escrow_sum.to_decimal() * (Decimal("1") + escrow_fee))
    )
    update_dict["sum_fee_down"] = Decimal128(
        normalize(escrow_sum.to_decimal() * (Decimal("1") - escrow_fee))
    )
    offer = replace(offer, **update_dict)  # type: ignore

    if offer.sum_currency == offer.type:
        insured = await get_insurance(offer)
        update_dict["insured"] = Decimal128(insured)
        if offer_sum > insured:
            keyboard = InlineKeyboardMarkup()
            keyboard.add(
                InlineKeyboardButton(
                    i18n("continue"), callback_data=f"accept_insurance {offer._id}"
                ),
                InlineKeyboardButton(
                    i18n("cancel"), callback_data=f"init_cancel {offer._id}"
                ),
            )
            answer = i18n("exceeded_insurance {amount} {currency}").format(
                amount=insured, currency=offer.escrow
            )
            answer += "\n" + i18n("exceeded_insurance_options")
            await tg.send_message(message.chat.id, answer, reply_markup=keyboard)
    else:
        await ask_fee(message.from_user.id, message.chat.id, offer)

    await offer.update_document({"$set": update_dict, "$unset": {"sum_currency": True}})



[docs]async def ask_fee(user_id: int, chat_id: int, offer: EscrowOffer):
    """Ask fee of any party."""
    answer = (
        i18n("ask_fee {fee_percents}").format(fee_percents=config.ESCROW_FEE_PERCENTS)
        + " "
    )
    if (user_id == offer.init["id"]) == (offer.type == "buy"):
        answer += i18n("will_pay {amount} {currency}")
        sum_fee_field = "sum_fee_up"
    else:
        answer += i18n("will_get {amount} {currency}")
        sum_fee_field = "sum_fee_down"
    keyboard = InlineKeyboardMarkup()
    keyboard.add(
        InlineKeyboardButton(i18n("yes"), callback_data=f"accept_fee {offer._id}"),
        InlineKeyboardButton(i18n("no"), callback_data=f"decline_fee {offer._id}"),
    )
    answer = answer.format(amount=offer[sum_fee_field], currency=offer.escrow)
    await tg.send_message(chat_id, answer, reply_markup=keyboard)
    await states.Escrow.fee.set()



[docs]@escrow_callback_handler(
    lambda call: call.data.startswith("accept_insurance "), state=states.Escrow.amount
)
async def accept_insurance(call: types.CallbackQuery, offer: EscrowOffer):
    """Ask for fee payment agreement after accepting partial insurance."""
    await ask_fee(call.from_user.id, call.message.chat.id, offer)



[docs]@escrow_callback_handler(
    lambda call: call.data.startswith("init_cancel "), state=states.Escrow.amount
)
async def init_cancel(call: types.CallbackQuery, offer: EscrowOffer):
    """Cancel offer on initiator's request."""
    await offer.delete_document()
    await call.answer()
    await tg.send_message(
        call.message.chat.id, i18n("escrow_cancelled"), reply_markup=start_keyboard()
    )
    await dp.current_state().finish()



[docs]async def full_card_number_request(chat_id: int, offer: EscrowOffer):
    """Ask to send full card number."""



[docs]async def ask_credentials(
    call: types.CallbackQuery,
    offer: EscrowOffer,
):
    """Update offer with ``update_dict`` and start asking transfer information.

    Ask to choose bank if user is initiator and there is a fiat
    currency. Otherwise ask receive address.
    """
    await call.answer()
    is_user_init = call.from_user.id == offer.init["id"]
    has_fiat_currency = "RUB" in {offer.buy, offer.sell}
    if has_fiat_currency:
        if is_user_init:
            keyboard = InlineKeyboardMarkup()
            for bank in SUPPORTED_BANKS:
                keyboard.row(
                    InlineKeyboardButton(bank, callback_data=f"bank {offer._id} {bank}")
                )
            await tg.send_message(
                call.message.chat.id, i18n("choose_bank"), reply_markup=keyboard
            )
            await states.Escrow.bank.set()
        else:
            if offer.type == "buy":
                request_user = offer.init
                answer_user = offer.counter
                currency = offer.sell
            else:
                request_user = offer.counter
                answer_user = offer.init
                currency = offer.buy
            keyboard = InlineKeyboardMarkup()
            keyboard.add(
                InlineKeyboardButton(
                    i18n("sent"), callback_data=f"card_sent {offer._id}"
                )
            )
            mention = markdown.link(
                answer_user["mention"], User(id=answer_user["id"]).url
            )
            await tg.send_message(
                request_user["id"],
                i18n(
                    "request_full_card_number {currency} {user}",
                    locale=request_user["locale"],
                ).format(currency=currency, user=mention),
                reply_markup=keyboard,
                parse_mode=ParseMode.MARKDOWN,
            )
            state = FSMContext(dp.storage, request_user["id"], request_user["id"])
            await state.set_state(states.Escrow.full_card.state)
            answer = i18n(
                "asked_full_card_number {user}", locale=answer_user["locale"]
            ).format(
                user=markdown.link(
                    request_user["mention"], User(id=request_user["id"]).url
                )
            )
            await tg.send_message(
                answer_user["id"],
                answer,
                parse_mode=ParseMode.MARKDOWN,
            )
        return

    await tg.send_message(
        call.message.chat.id,
        i18n("ask_address {currency}").format(
            currency=offer.sell if is_user_init else offer.buy
        ),
    )
    await offer.update_document({"$set": {"pending_input_from": call.from_user.id}})
    await states.Escrow.receive_address.set()



[docs]@escrow_callback_handler(
    lambda call: call.data.startswith("accept_fee "), state=states.Escrow.fee
)
async def pay_fee(call: types.CallbackQuery, offer: EscrowOffer):
    """Accept fee and start asking transfer information."""
    await ask_credentials(call, offer)



[docs]@escrow_callback_handler(
    lambda call: call.data.startswith("decline_fee "), state=states.Escrow.fee
)
async def decline_fee(call: types.CallbackQuery, offer: EscrowOffer):
    """Decline fee and start asking transfer information."""
    if (call.from_user.id == offer.init["id"]) == (offer.type == "buy"):
        sum_fee_field = "sum_fee_up"
    else:
        sum_fee_field = "sum_fee_down"
    await offer.update_document({"$set": {sum_fee_field: offer[f"sum_{offer.type}"]}})
    await ask_credentials(call, offer)



[docs]@escrow_callback_handler(
    lambda call: call.data.startswith("bank "), state=states.Escrow.bank
)
async def choose_bank(call: types.CallbackQuery, offer: EscrowOffer):
    """Set chosen bank and continue.

    Because bank is chosen by initiator, ask for receive address if
    they receive escrow asset.
    """
    bank = call.data.split()[2]
    if bank not in SUPPORTED_BANKS:
        await call.answer(i18n("bank_not_supported"))
        return

    update_dict = {"bank": bank}
    await call.answer()
    update_dict["pending_input_from"] = call.from_user.id
    await offer.update_document({"$set": update_dict})
    if offer.sell == "RUB":
        await tg.send_message(
            call.message.chat.id,
            i18n("send_first_and_last_4_digits_of_card_number {currency}").format(
                currency=offer.sell
            ),
        )
        await states.Escrow.receive_card_number.set()
    else:
        await tg.send_message(
            call.message.chat.id,
            i18n("ask_address {currency}").format(currency=offer.sell),
        )
        await states.Escrow.receive_address.set()



[docs]@escrow_message_handler(state=states.Escrow.full_card)
async def full_card_number_message(message: types.Message, offer: EscrowOffer):
    """React to sent message while sending full card number to fiat sender."""
    if message.from_user.id == offer.init["id"]:
        user = offer.counter
    else:
        user = offer.init
    mention = markdown.link(user["mention"], User(id=user["id"]).url)
    await tg.send_message(
        message.chat.id,
        i18n("wrong_full_card_number_receiver {user}").format(user=mention),
        parse_mode=ParseMode.MARKDOWN,
    )



[docs]@escrow_callback_handler(
    lambda call: call.data.startswith("card_sent "), state=states.Escrow.full_card
)
async def full_card_number_sent(call: types.CallbackQuery, offer: EscrowOffer):
    """Confirm that full card number is sent and ask for first and last 4 digits."""
    await offer.update_document({"$set": {"pending_input_from": call.from_user.id}})
    await call.answer()
    if call.from_user.id == offer.init["id"]:
        counter = offer.counter
        await tg.send_message(
            counter["id"], i18n("ask_address {currency}").format(currency=offer.buy)
        )
        await tg.send_message(
            call.message.chat.id,
            i18n("exchange_continued {user}").format(
                user=markdown.link(counter["mention"], User(id=counter["id"]).url)
            ),
            parse_mode=ParseMode.MARKDOWN,
        )
        await offer.update_document({"$set": {"pending_input_from": counter["id"]}})
        counter_state = FSMContext(dp.storage, counter["id"], counter["id"])
        await counter_state.set_state(states.Escrow.receive_address.state)
        await states.Escrow.receive_card_number.set()
    else:
        await tg.send_message(
            call.message.chat.id,
            i18n("send_first_and_last_4_digits_of_card_number {currency}").format(
                currency=offer.sell if offer.type == "buy" else offer.buy
            ),
        )
        await states.Escrow.receive_card_number.set()



[docs]@escrow_message_handler(state=states.Escrow.receive_card_number)
async def set_receive_card_number(message: types.Message, offer: EscrowOffer):
    """Create address from first and last 4 digits of card number and ask send address.

    First and last 4 digits of card number are sent by fiat receiver,
    so their send address is escrow asset address.
    """
    card_number = await get_card_number(message.text, message.chat.id)
    if not card_number:
        return

    if message.from_user.id == offer.init["id"]:
        user_field = "init"
    else:
        user_field = "counter"

    await offer.update_document(
        {"$set": {f"{user_field}.receive_address": ("*" * 8).join(card_number)}}
    )
    await tg.send_message(
        message.chat.id,
        i18n("ask_address {currency}").format(currency=offer.escrow),
    )
    await states.Escrow.send_address.set()



[docs]@escrow_message_handler(state=states.Escrow.receive_address)
async def set_receive_address(message: types.Message, offer: EscrowOffer):
    """Set escrow asset receiver's address and ask for sender's information.

    If there is a fiat currency, which is indicated by existing
    ``bank`` field, and user is a fiat sender, ask their name on card.
    Otherwise ask escrow asset sender's address.
    """
    if len(message.text) >= 150:
        await tg.send_message(
            message.chat.id,
            i18n("exceeded_character_limit {limit} {sent}").format(
                limit=150, sent=len(message.text)
            ),
        )
        return

    if message.from_user.id == offer.init["id"]:
        user_field = "init"
        send_currency = offer.buy
        ask_name = offer.bank and offer.type == "sell"
    else:
        user_field = "counter"
        send_currency = offer.sell
        ask_name = offer.bank and offer.type == "buy"

    await offer.update_document(
        {"$set": {f"{user_field}.receive_address": message.text}}
    )
    if ask_name:
        await tg.send_message(
            message.chat.id,
            i18n("send_name_patronymic_surname"),
        )
        await states.Escrow.name.set()
    else:
        await tg.send_message(
            message.chat.id,
            i18n("ask_address {currency}").format(currency=send_currency),
        )
        await states.Escrow.send_address.set()



[docs]@escrow_message_handler(state=states.Escrow.send_address)
async def set_send_address(message: types.Message, offer: EscrowOffer):
    """Set send address of any party."""
    if len(message.text) >= 150:
        await tg.send_message(
            message.chat.id,
            i18n("exceeded_character_limit {limit} {sent}").format(
                limit=150, sent=len(message.text)
            ),
        )
        return

    if message.from_user.id == offer.init["id"]:
        await set_init_send_address(message.text, message, offer)
    else:
        await set_counter_send_address(message.text, message, offer)



[docs]@escrow_message_handler(state=states.Escrow.name)
async def set_name(message: types.Message, offer: EscrowOffer):
    """Set fiat sender's name on card and ask for first and last 4 digits."""
    name = message.text.split()
    if len(name) != 3:
        await tg.send_message(
            message.chat.id,
            i18n("wrong_word_count {word_count}").format(word_count=3),
        )
        return
    name[2] = name[2][0] + "."  # Leaving the first letter of surname with dot

    if offer.type == "buy":
        user_field = "counter"
        currency = offer.sell
    else:
        user_field = "init"
        currency = offer.buy

    await offer.update_document(
        {"$set": {f"{user_field}.name": " ".join(name).upper()}}
    )
    await tg.send_message(
        message.chat.id,
        i18n("send_first_and_last_4_digits_of_card_number {currency}").format(
            currency=currency
        ),
    )
    await states.Escrow.send_card_number.set()



[docs]@escrow_message_handler(state=states.Escrow.send_card_number)
async def set_send_card_number(message: types.Message, offer: EscrowOffer):
    """Set first and last 4 digits of any party."""
    card_number = await get_card_number(message.text, message.chat.id)
    if not card_number:
        return

    address = ("*" * 8).join(card_number)
    if message.from_user.id == offer.init["id"]:
        await set_init_send_address(address, message, offer)
    else:
        await set_counter_send_address(address, message, offer)



[docs]async def set_init_send_address(
    address: str, message: types.Message, offer: EscrowOffer
):
    """Set ``address`` as sender's address of initiator.

    Send offer to counteragent.
    """
    locale = offer.counter["locale"]
    buy_keyboard = InlineKeyboardMarkup()
    buy_keyboard.row(
        InlineKeyboardButton(
            i18n("show_order", locale=locale), callback_data=f"get_order {offer.order}"
        )
    )
    buy_keyboard.add(
        InlineKeyboardButton(
            i18n("accept", locale=locale), callback_data=f"accept {offer._id}"
        ),
        InlineKeyboardButton(
            i18n("decline", locale=locale), callback_data=f"decline {offer._id}"
        ),
    )
    mention = markdown.link(offer.init["mention"], User(id=offer.init["id"]).url)
    answer = i18n(
        "escrow_offer_notification {user} {sell_amount} {sell_currency} "
        "for {buy_amount} {buy_currency}",
        locale=locale,
    ).format(
        user=mention,
        sell_amount=offer.sum_sell,
        sell_currency=offer.sell,
        buy_amount=offer.sum_buy,
        buy_currency=offer.buy,
    )
    if offer.bank:
        answer += " " + i18n("using {bank}", locale=locale).format(bank=offer.bank)
    answer += "."
    update_dict = {"init.send_address": address}
    if offer.type == "sell":
        insured = await get_insurance(offer)
        update_dict["insured"] = Decimal128(insured)
        if offer[f"sum_{offer.type}"].to_decimal() > insured:
            answer += "\n" + i18n("exceeded_insurance {amount} {currency}").format(
                amount=insured, currency=offer.escrow
            )
    await offer.update_document(
        {"$set": update_dict, "$unset": {"pending_input_from": True}}
    )
    await tg.send_message(
        offer.counter["id"],
        answer,
        reply_markup=buy_keyboard,
        parse_mode=ParseMode.MARKDOWN,
    )
    sell_keyboard = InlineKeyboardMarkup()
    sell_keyboard.add(
        InlineKeyboardButton(i18n("cancel"), callback_data=f"escrow_cancel {offer._id}")
    )
    await tg.send_message(
        message.from_user.id, i18n("offer_sent"), reply_markup=sell_keyboard
    )
    await dp.current_state().finish()



[docs]@escrow_callback_handler(lambda call: call.data.startswith("accept "))
async def accept_offer(call: types.CallbackQuery, offer: EscrowOffer):
    """React to counteragent accepting offer by asking for fee payment agreement."""
    await offer.update_document(
        {"$set": {"pending_input_from": call.message.chat.id, "react_time": time()}}
    )
    await call.answer()
    await ask_fee(call.from_user.id, call.message.chat.id, offer)



[docs]@escrow_callback_handler(lambda call: call.data.startswith("decline "))
async def decline_offer(call: types.CallbackQuery, offer: EscrowOffer):
    """React to counteragent declining offer."""
    offer.react_time = time()
    await offer.delete_document()
    await tg.send_message(
        offer.init["id"],
        i18n("escrow_offer_declined", locale=offer.init["locale"]),
    )
    await call.answer()
    await tg.send_message(call.message.chat.id, i18n("offer_declined"))



[docs]def create_memo(
    offer: EscrowOffer,
    *,
    transfer: bool,
    counter_send_address: typing.Optional[str] = None,
):
    """Create memo for transfer."""
    if transfer:
        template = "from {escrow_send_address} "
    else:
        template = "to {escrow_receive_address} "
    template += (
        "for {not_escrow_amount} {not_escrow_currency} "
        "from {not_escrow_send_address} to {not_escrow_receive_address} "
        "via escrow service on https://t.me/TellerBot"
    )
    if counter_send_address is None:
        counter_send_address = offer.counter["send_address"]
    if offer.type == "buy":
        return template.format(
            **{
                "escrow_send_address": offer.init["send_address"],
                "escrow_receive_address": offer.counter["receive_address"],
                "not_escrow_amount": offer.sum_sell,
                "not_escrow_currency": offer.sell,
                "not_escrow_send_address": counter_send_address,
                "not_escrow_receive_address": offer.init["receive_address"],
            }
        )
    elif offer.type == "sell":
        return template.format(
            **{
                "escrow_send_address": counter_send_address,
                "escrow_receive_address": offer.init["receive_address"],
                "not_escrow_amount": offer.sum_buy,
                "not_escrow_currency": offer.buy,
                "not_escrow_send_address": offer.init["send_address"],
                "not_escrow_receive_address": offer.counter["receive_address"],
            }
        )



[docs]@escrow_callback_handler(lambda call: call.data.startswith("check_transaction "))
async def check_transaction(call: types.CallbackQuery, offer: EscrowOffer):
    """Start transaction check."""
    if offer.type == "buy":
        from_address = offer.init["send_address"]
    elif offer.type == "sell":
        from_address = offer.counter["send_address"]
    escrow_instance = get_escrow_instance(offer.escrow)
    await call.answer(i18n("transaction_check_starting"))
    success = await escrow_instance.check_transaction(
        offer_id=offer._id,
        from_address=from_address,
        amount_with_fee=offer["sum_fee_up"].to_decimal(),
        amount_without_fee=offer[f"sum_{offer.type}"].to_decimal(),
        asset=offer.escrow,
        memo=offer.memo,
        transaction_time=offer.transaction_time,
    )
    if not success:
        await tg.send_message(call.message.chat.id, i18n("transaction_not_found"))



[docs]async def set_counter_send_address(
    address: str, message: types.Message, offer: EscrowOffer
):
    """Set ``address`` as sender's address of counteragent.

    Ask for escrow asset transfer.
    """
    memo = create_memo(offer, transfer=False, counter_send_address=address)
    if offer.type == "buy":
        escrow_user = offer.init
        from_address = offer.init["send_address"]
        send_reply = True
    elif offer.type == "sell":
        escrow_user = offer.counter
        from_address = address
        send_reply = False
    keyboard = InlineKeyboardMarkup()
    escrow_instance = get_escrow_instance(offer.escrow)
    transaction_time = time()
    if isinstance(escrow_instance, StreamBlockchain):
        await escrow_instance.add_to_queue(
            offer_id=offer._id,
            from_address=from_address,
            amount_with_fee=offer["sum_fee_up"].to_decimal(),
            amount_without_fee=offer[f"sum_{offer.type}"].to_decimal(),
            asset=offer.escrow,
            memo=memo,
            transaction_time=transaction_time,
        )
    else:
        keyboard.add(
            InlineKeyboardButton(
                i18n("check", locale=escrow_user["locale"]),
                callback_data=f"check_transaction {offer._id}",
            )
        )
    keyboard.add(
        InlineKeyboardButton(
            i18n("cancel", locale=escrow_user["locale"]),
            callback_data=f"escrow_cancel {offer._id}",
        )
    )
    escrow_address = markdown.bold(escrow_instance.address)
    answer = i18n(
        "send {amount} {currency} {address}", locale=escrow_user["locale"]
    ).format(amount=offer.sum_fee_up, currency=offer.escrow, address=escrow_address)
    answer += " " + i18n("with_memo", locale=escrow_user["locale"])
    answer += ":\n" + markdown.code(memo)
    await tg.send_message(
        escrow_user["id"], answer, reply_markup=keyboard, parse_mode=ParseMode.MARKDOWN
    )
    if send_reply:
        keyboard = InlineKeyboardMarkup()
        keyboard.add(
            InlineKeyboardButton(
                i18n("cancel"), callback_data=f"escrow_cancel {offer._id}"
            )
        )
        await tg.send_message(
            message.chat.id,
            i18n("transfer_information_sent")
            + " "
            + i18n("transaction_completion_notification_promise"),
            reply_markup=keyboard,
            parse_mode=ParseMode.MARKDOWN,
        )
    update = {
        "counter.send_address": address,
        "transaction_time": transaction_time,
        "memo": memo,
    }
    await offer.update_document(
        {"$set": update, "$unset": {"pending_input_from": True}}
    )
    await dp.current_state().finish()



[docs]@escrow_callback_handler(lambda call: call.data.startswith("escrow_cancel "))
async def cancel_offer(call: types.CallbackQuery, offer: EscrowOffer):
    """React to offer cancellation.

    While first party is transferring, second party can't cancel offer,
    because we can't be sure that first party hasn't already completed
    transfer before confirming.
    """
    if offer.trx_id:
        return await call.answer(i18n("cancel_after_transfer"))
    if offer.memo:
        if offer.type == "buy":
            escrow_user = offer.init
        elif offer.type == "sell":
            escrow_user = offer.counter
        if call.from_user.id != escrow_user["id"]:
            return await call.answer(i18n("cancel_before_verification"))
        escrow_instance = get_escrow_instance(offer.escrow)
        if isinstance(escrow_instance, StreamBlockchain):
            escrow_instance.remove_from_queue(offer._id)

    sell_answer = i18n("escrow_cancelled", locale=offer.init["locale"])
    buy_answer = i18n("escrow_cancelled", locale=offer.counter["locale"])
    offer.cancel_time = time()
    await offer.delete_document()
    await call.answer()
    await tg.send_message(offer.init["id"], sell_answer, reply_markup=start_keyboard())
    await tg.send_message(
        offer.counter["id"], buy_answer, reply_markup=start_keyboard()
    )
    sell_state = FSMContext(dp.storage, offer.init["id"], offer.init["id"])
    buy_state = FSMContext(dp.storage, offer.counter["id"], offer.counter["id"])
    await sell_state.finish()
    await buy_state.finish()



[docs]async def edit_keyboard(
    offer_id: ObjectId, chat_id: int, message_id: int, keyboard: InlineKeyboardMarkup
):
    """Edit inline keyboard markup of message.

    :param offer_id: Primary key value of offer document connected with message.
    :param chat_id: Telegram chat ID of message.
    :param message_id: Telegram ID of message.
    :param keyboard: New inline keyboard markup.
    """
    offer_document = await database.escrow.find_one({"_id": offer_id})
    if offer_document:
        await tg.edit_message_reply_markup(chat_id, message_id, reply_markup=keyboard)



[docs]@escrow_callback_handler(lambda call: call.data.startswith("tokens_sent "))
async def final_offer_confirmation(call: types.CallbackQuery, offer: EscrowOffer):
    """Ask not escrow asset receiver to confirm transfer."""
    if not offer.unsent:
        await call.answer(i18n("transfer_already_confirmed"))
        return
    await offer.update_document({"$unset": {"unsent": True}})

    if offer.type == "buy":
        confirm_user = offer.init
        other_user = offer.counter
        currency = offer.sell
    elif offer.type == "sell":
        confirm_user = offer.counter
        other_user = offer.init
        currency = offer.buy

    keyboard = InlineKeyboardMarkup()
    keyboard.add(
        InlineKeyboardButton(
            i18n("yes", locale=confirm_user["locale"]),
            callback_data=f"escrow_complete {offer._id}",
        )
    )
    reply = await tg.send_message(
        confirm_user["id"],
        i18n(
            "receiving_confirmation {currency} {user}", locale=confirm_user["locale"]
        ).format(currency=currency, user=other_user["send_address"]),
        reply_markup=keyboard,
    )
    keyboard.add(
        InlineKeyboardButton(
            i18n("no", locale=confirm_user["locale"]),
            callback_data=f"escrow_validate {offer._id}",
        )
    )
    await call_later(
        60 * 10,
        edit_keyboard,
        offer._id,
        confirm_user["id"],
        reply.message_id,
        keyboard,
    )
    await call.answer()
    await tg.send_message(
        other_user["id"],
        i18n(
            "complete_escrow_promise",
            locale=other_user["locale"],
        ),
        reply_markup=start_keyboard(),
    )



[docs]async def add_cashback(
    currency, amount, sum_fee_up, sum_fee_down, sender_user, recipient_user
):
    """Create cashback documents from escrow exchange."""
    fees = (
        (sum_fee_up - amount, sender_user, sender_user["send_address"]),
        (amount - sum_fee_down, recipient_user, recipient_user["receive_address"]),
    )
    cashback = []
    current_time = time()
    for fee, user, user_address in fees:
        if not fee:
            continue
        categories = (
            (rs.PERSONAL_CATEGORY, user["id"], user_address),
            (rs.REFERRED_CATEGORY, user.get("referrer"), None),
            (rs.REFERRED_BY_REFERALS_CATEGORY, user.get("referrer_of_referrer"), None),
        )
        for category, user_id, address in categories:
            if not user_id:
                break
            count = await database.users.count_documents({"referrer": user_id})
            if not count:
                continue
            document = {
                "id": user_id,
                "currency": currency,
                "amount": rs.bonus_coefficient(category, count) * fee,
                "time": current_time,
            }
            if address:
                document["address"] = address
            cashback.append(document)
    if cashback:
        await database.cashback.insert_many(cashback)



[docs]@escrow_callback_handler(lambda call: call.data.startswith("escrow_complete "))
@dp.async_task
async def complete_offer(call: types.CallbackQuery, offer: EscrowOffer):
    """Release escrow asset and finish exchange."""
    if offer.type == "buy":
        recipient_user = offer.counter
        sender_user = offer.init
        amount = offer.sum_buy.to_decimal()  # type: ignore
    elif offer.type == "sell":
        recipient_user = offer.init
        sender_user = offer.counter
        amount = offer.sum_sell.to_decimal()  # type: ignore

    sum_fee_up = offer.sum_fee_up.to_decimal()  # type: ignore
    sum_fee_down = offer.sum_fee_down.to_decimal()  # type: ignore

    await call.answer(i18n("escrow_completing"))
    escrow_instance = get_escrow_instance(offer.escrow)
    trx_url = await escrow_instance.transfer(
        recipient_user["receive_address"],
        sum_fee_down,
        offer.escrow,
        memo=create_memo(offer, transfer=True),
    )

    if sender_user["send_address"] != recipient_user["receive_address"]:
        add_cashback(
            offer.escrow, amount, sum_fee_up, sum_fee_down, sender_user, recipient_user
        )

    answer = i18n("escrow_completed", locale=sender_user["locale"])
    recipient_answer = i18n("escrow_completed", locale=recipient_user["locale"])
    recipient_answer += " " + markdown.link(
        i18n("escrow_sent {amount} {currency}", locale=recipient_user["locale"]).format(
            amount=amount, currency=offer.escrow
        ),
        trx_url,
    )
    await offer.delete_document()
    await tg.send_message(
        recipient_user["id"],
        recipient_answer,
        reply_markup=start_keyboard(),
        parse_mode=ParseMode.MARKDOWN,
    )
    await tg.send_message(sender_user["id"], answer, reply_markup=start_keyboard())



[docs]@escrow_callback_handler(lambda call: call.data.startswith("escrow_validate "))
async def validate_offer(call: types.CallbackQuery, offer: EscrowOffer):
    """Ask support for manual verification of exchange."""
    if offer.type == "buy":
        sender = offer.counter
        receiver = offer.init
        currency = offer.sell
    elif offer.type == "sell":
        sender = offer.init
        receiver = offer.counter
        currency = offer.buy

    escrow_instance = get_escrow_instance(offer.escrow)
    answer = "{0}\n{1} sender: {2}{3}\n{1} receiver: {4}{5}\nBank: {6}\nMemo: {7}"
    answer = answer.format(
        markdown.link("Unconfirmed escrow.", escrow_instance.trx_url(offer.trx_id)),
        currency,
        markdown.link(sender["mention"], User(id=sender["id"]).url),
        " ({})".format(sender["name"]) if "name" in sender else "",
        markdown.link(receiver["mention"], User(id=receiver["id"]).url),
        " ({})".format(receiver["name"]) if "name" in receiver else "",
        offer.bank,
        markdown.code(offer.memo),
    )
    await tg.send_message(config.SUPPORT_CHAT_ID, answer, parse_mode=ParseMode.MARKDOWN)
    await offer.delete_document()
    await call.answer()
    await tg.send_message(
        call.message.chat.id,
        i18n("request_validation_promise"),
        reply_markup=start_keyboard(),
    )





          

      

      

    

  

    
      
          
            
  Source code for src.handlers.order

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
"""Handlers for showing orders and reacting to query buttons attached to them."""
import typing
from decimal import Decimal
from functools import wraps
from time import time

import pymongo
from aiogram import types
from aiogram.dispatcher import FSMContext
from aiogram.dispatcher.filters.state import any_state
from aiogram.utils.exceptions import MessageCantBeDeleted
from aiogram.utils.exceptions import MessageNotModified
from bson.decimal128 import Decimal128
from bson.objectid import ObjectId
from motor.core import AgnosticBaseCursor as Cursor

from src import money
from src import states
from src.bot import dp
from src.bot import tg
from src.config import config
from src.database import database
from src.database import database_user
from src.escrow import get_escrow_instance
from src.escrow.escrow_offer import EscrowOffer
from src.handlers.base import orders_list
from src.handlers.base import private_handler
from src.handlers.base import show_order
from src.i18n import i18n
from src.i18n import plural_i18n

OrderType = typing.Mapping[str, typing.Any]


[docs]def order_handler(
    handler: typing.Callable[[types.CallbackQuery, OrderType], typing.Any]
):
    """Simplify handling callback queries attached to order.

    Add order of ``OrderType`` to arguments of ``handler``.
    """

    @wraps(handler)
    async def decorator(call: types.CallbackQuery):
        order_id = call.data.split()[1]
        order = await database.orders.find_one({"_id": ObjectId(order_id)})
        if not order:
            await call.answer(i18n("order_not_found"))
            return

        return await handler(call, order)

    return decorator



[docs]async def show_orders(
    call: types.CallbackQuery,
    cursor: Cursor,
    start: int,
    quantity: int,
    buttons_data: str,
    invert: bool,
    user_id: typing.Optional[int] = None,
):
    """Send list of orders.

    :param cursor: Cursor of MongoDB query to orders.
    :param chat_id: Telegram chat ID.
    :param start: Start index.
    :param quantity: Quantity of orders in cursor.
    :param buttons_data: Beginning of callback data of left/right buttons.
    :param user_id: If cursor is user-specific, Telegram ID of user
        who created all orders in cursor.
    :param invert: Invert all prices.
    """
    if start >= quantity > 0:
        await call.answer(i18n("no_more_orders"))
        return

    try:
        await call.answer()
        await orders_list(
            cursor,
            call.message.chat.id,
            start,
            quantity,
            buttons_data,
            user_id=user_id,
            message_id=call.message.message_id,
            invert=invert,
        )
    except MessageNotModified:
        await call.answer(i18n("no_previous_orders"))



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("get_order "), state=any_state
)
@order_handler
async def get_order_button(call: types.CallbackQuery, order: OrderType):
    """Choose order from order book."""
    await call.answer()
    await show_order(order, call.message.chat.id, call.from_user.id, show_id=True)



[docs]@private_handler(commands=["id"])
@private_handler(regexp="(ID: )?[a-f0-9]{24}")
async def get_order_command(message: types.Message):
    """Get order from ID.

    Order ID is indicated after **/id** or **ID:** in message text.
    """
    args = message.text.split()
    order_id = args[1] if len(args) > 1 else args[0]
    order = await database.orders.find_one({"_id": ObjectId(order_id)})
    if not order:
        await tg.send_message(message.chat.id, i18n("order_not_found"))
        return
    await show_order(order, message.chat.id, message.from_user.id)



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith(("invert ", "revert ")), state=any_state
)
@order_handler
async def invert_button(call: types.CallbackQuery, order: OrderType):
    """React to invert button query."""
    args = call.data.split()

    invert = args[0] == "invert"
    location_message_id = int(args[2])
    edit = bool(int(args[3]))
    show_id = call.message.text.startswith("ID")

    await call.answer()
    await show_order(
        order,
        call.message.chat.id,
        call.from_user.id,
        message_id=call.message.message_id,
        location_message_id=location_message_id,
        show_id=show_id,
        invert=invert,
        edit=edit,
    )



[docs]async def aggregate_orders(buy: str, sell: str) -> typing.Tuple[Cursor, int]:
    """Aggregate and query orders with specified currency pair.

    Return cursor with unexpired orders sorted by price and creation
    time and quantity of documents in it.
    """
    query = {
        "buy": money.gateway_currency_regexp(buy),
        "sell": money.gateway_currency_regexp(sell),
        "$or": [{"archived": {"$exists": False}}, {"archived": False}],
        "expiration_time": {"$gt": time()},
    }
    cursor = database.orders.aggregate(
        [
            {"$match": query},
            {"$addFields": {"price_buy": {"$ifNull": ["$price_buy", ""]}}},
            {
                "$sort": {
                    "price_buy": pymongo.ASCENDING,
                    "start_time": pymongo.DESCENDING,
                }
            },
        ]
    )
    quantity = await database.orders.count_documents(query)
    return cursor, quantity



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("orders "), state=any_state
)
async def orders_button(call: types.CallbackQuery):
    """React to left/right button query in order book."""
    query = {
        "$and": [
            {
                "$or": [
                    {"expiration_time": {"$exists": False}},
                    {"expiration_time": {"$gt": time()}},
                ]
            },
            {"$or": [{"archived": {"$exists": False}}, {"archived": False}]},
        ]
    }
    cursor = database.orders.find(query).sort("start_time", pymongo.DESCENDING)
    quantity = await database.orders.count_documents(query)

    args = call.data.split()
    start = max(0, int(args[1]))
    invert = bool(int(args[2]))
    await show_orders(
        call, cursor, start, quantity, "orders", invert, user_id=call.from_user.id
    )



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("my_orders "), state=any_state
)
async def my_orders_button(call: types.CallbackQuery):
    """React to left/right button query in list of user's orders."""
    query = {"user_id": call.from_user.id}
    cursor = database.orders.find(query).sort("start_time", pymongo.DESCENDING)
    quantity = await database.orders.count_documents(query)

    args = call.data.split()
    start = max(0, int(args[1]))
    invert = bool(int(args[2]))
    await show_orders(call, cursor, start, quantity, "my_orders", invert)



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("matched_orders "), state=any_state
)
async def matched_orders_button(call: types.CallbackQuery):
    """React to left/right button query in list of orders matched by currency pair."""
    args = call.data.split()
    start = max(0, int(args[3]))
    invert = bool(int(args[4]))
    cursor, quantity = await aggregate_orders(args[1], args[2])
    await call.answer()
    await show_orders(
        call,
        cursor,
        start,
        quantity,
        "matched_orders {} {}".format(args[1], args[2]),
        invert,
        user_id=call.from_user.id,
    )



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("similar "), state=any_state
)
@order_handler
async def similar_button(call: types.CallbackQuery, order: OrderType):
    """React to "Similar" button by sending list of similar orders.

    Similar orders are ones that have the same currency pair.
    """
    cursor, quantity = await aggregate_orders(order["buy"], order["sell"])
    await call.answer()
    await orders_list(
        cursor,
        call.message.chat.id,
        0,
        quantity,
        "matched_orders {} {}".format(order["buy"], order["sell"]),
        user_id=call.from_user.id,
    )



[docs]@dp.callback_query_handler(lambda call: call.data.startswith("match "), state=any_state)
@order_handler
async def match_button(call: types.CallbackQuery, order: OrderType):
    """React to "Match" button by sending list of matched orders.

    Matched orders are ones that have the inverted currency pair.
    """
    cursor, quantity = await aggregate_orders(order["sell"], order["buy"])
    await call.answer()
    await orders_list(
        cursor,
        call.message.chat.id,
        0,
        quantity,
        "matched_orders {} {}".format(order["sell"], order["buy"]),
        user_id=call.from_user.id,
    )



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("escrow "), state=any_state
)
@order_handler
async def escrow_button(call: types.CallbackQuery, order: OrderType):
    """React to "Escrow" button by starting escrow exchange."""
    if not config.ESCROW_ENABLED:
        await call.answer(i18n("escrow_unavailable"))
        return

    if call.from_user.id == order["user_id"]:
        await call.answer(i18n("escrow_starting_error"))
        return

    args = call.data.split()
    currency_arg = args[2]
    edit = bool(int(args[3]))

    if currency_arg == "sum_buy":
        sum_currency = order["buy"]
        new_currency = order["sell"]
        new_currency_arg = "sum_sell"
    elif currency_arg == "sum_sell":
        sum_currency = order["sell"]
        new_currency = order["buy"]
        new_currency_arg = "sum_buy"
    else:
        return

    keyboard = types.InlineKeyboardMarkup()
    keyboard.row(
        types.InlineKeyboardButton(
            i18n("change_to {currency}").format(currency=new_currency),
            callback_data="escrow {} {} 1".format(order["_id"], new_currency_arg),
        )
    )
    answer = i18n("send_exchange_sum {currency}").format(currency=sum_currency)
    if edit:
        cancel_data = call.message.reply_markup.inline_keyboard[1][0].callback_data
        keyboard.row(
            types.InlineKeyboardButton(i18n("cancel"), callback_data=cancel_data)
        )
        await database.escrow.update_one(
            {"pending_input_from": call.from_user.id},
            {"$set": {"sum_currency": currency_arg}},
        )
        await call.answer()
        await tg.edit_message_text(
            answer, call.message.chat.id, call.message.message_id, reply_markup=keyboard
        )
    else:
        offer_id = ObjectId()
        keyboard.row(
            types.InlineKeyboardButton(
                i18n("cancel"), callback_data=f"init_cancel {offer_id}"
            )
        )
        escrow_type = "buy" if get_escrow_instance(order["buy"]) else "sell"
        user = database_user.get()
        init_user = {
            "id": user["id"],
            "locale": user["locale"],
            "mention": user["mention"],
        }
        if "referrer" in user:
            init_user["referrer"] = user["referrer"]
        counter_user = await database.users.find_one(
            {"id": order["user_id"]},
            projection={
                "id": True,
                "locale": True,
                "mention": True,
                "referrer": True,
                "referrer_of_referrer": True,
            },
        )
        await database.escrow.delete_many({"init.send_address": {"$exists": False}})
        offer = EscrowOffer(
            **{
                "_id": offer_id,
                "order": order["_id"],
                "buy": order["buy"],
                "sell": order["sell"],
                "type": escrow_type,
                "escrow": order[escrow_type],
                "time": time(),
                "sum_currency": currency_arg,
                "init": init_user,
                "counter": counter_user,
                "pending_input_from": call.message.chat.id,
            }
        )
        await offer.insert_document()
        await call.answer()
        await tg.send_message(call.message.chat.id, answer, reply_markup=keyboard)
        await states.Escrow.amount.set()



[docs]@dp.callback_query_handler(lambda call: call.data.startswith("edit "), state=any_state)
async def edit_button(call: types.CallbackQuery):
    """React to "Edit" button by entering edit mode on order."""
    args = call.data.split()

    order_id = args[1]
    order = await database.orders.find_one(
        {"_id": ObjectId(order_id), "user_id": call.from_user.id}
    )
    if not order:
        await call.answer(i18n("edit_order_error"))
        return

    field = args[2]

    keyboard = types.InlineKeyboardMarkup()
    unset_button = types.InlineKeyboardButton(i18n("unset"), callback_data="unset")

    if field == "sum_buy":
        answer = i18n("send_new_buy_amount")
        keyboard.row(unset_button)
    elif field == "sum_sell":
        answer = i18n("send_new_sell_amount")
        keyboard.row(unset_button)
    elif field == "price":
        user = database_user.get()
        answer = i18n("new_price {of_currency} {per_currency}")
        if user.get("invert_order", False):
            answer = answer.format(of_currency=order["buy"], per_currency=order["sell"])
        else:
            answer = answer.format(of_currency=order["sell"], per_currency=order["buy"])
        keyboard.row(unset_button)
    elif field == "payment_system":
        answer = i18n("send_new_payment_system")
        keyboard.row(unset_button)
    elif field == "duration":
        answer = i18n("send_new_duration {limit}").format(
            limit=config.ORDER_DURATION_LIMIT
        )
        keyboard.row(
            types.InlineKeyboardButton(
                plural_i18n(
                    "repeat_duration_singular {days}",
                    "repeat_duration_plural {days}",
                    order["duration"],
                ).format(days=order["duration"]),
                callback_data="default_duration",
            )
        )
    elif field == "comments":
        answer = i18n("send_new_comments")
        keyboard.row(unset_button)
    else:
        answer = None

    await call.answer()
    if not answer:
        return

    user = database_user.get()
    if "edit" in user:
        await tg.delete_message(call.message.chat.id, user["edit"]["message_id"])
    result = await tg.send_message(
        call.message.chat.id,
        answer,
        reply_markup=keyboard,
    )
    await database.users.update_one(
        {"_id": user["_id"]},
        {
            "$set": {
                "edit.order_message_id": call.message.message_id,
                "edit.message_id": result.message_id,
                "edit.order_id": order["_id"],
                "edit.field": field,
                "edit.location_message_id": int(args[3]),
                "edit.one_time": bool(int(args[4])),
                "edit.show_id": call.message.text.startswith("ID"),
                "state": states.field_editing.state,
            }
        },
    )



[docs]async def finish_edit(user, update_dict):
    """Update and show order after editing."""
    edit = user["edit"]
    result = await database.orders.update_one({"_id": edit["order_id"]}, update_dict)
    if result.modified_count:
        order = await database.orders.find_one({"_id": edit["order_id"]})
        try:
            await show_order(
                order,
                user["chat"],
                user["id"],
                message_id=edit["order_message_id"],
                location_message_id=edit["location_message_id"],
                show_id=edit["show_id"],
                edit=not edit["one_time"],
            )
        except MessageNotModified:
            pass
    await database.users.update_one(
        {"_id": user["_id"]}, {"$unset": {"edit": True, "state": True}}
    )



[docs]@dp.callback_query_handler(
    lambda call: call.data == "default_duration", state=states.field_editing
)
async def default_duration(call: types.CallbackQuery, state: FSMContext):
    """Repeat default duration."""
    user = database_user.get()
    order = await database.orders.find_one({"_id": user["edit"]["order_id"]})
    await call.answer()
    await finish_edit(
        user,
        {
            "$set": {
                "expiration_time": time() + order["duration"] * 24 * 60 * 60,
                "notify": True,
            }
        },
    )
    try:
        await tg.delete_message(user["chat"], user["edit"]["message_id"])
    except MessageCantBeDeleted:
        return



[docs]@dp.callback_query_handler(
    lambda call: call.data == "unset", state=states.field_editing
)
async def unset_button(call: types.CallbackQuery, state: FSMContext):
    """React to "Unset" button by unsetting the edit field."""
    user = database_user.get()
    field = user["edit"]["field"]
    if field == "price":
        unset_dict = {"price_buy": True, "price_sell": True}
    else:
        unset_dict = {field: True}
    await call.answer()
    await finish_edit(user, {"$unset": unset_dict})
    try:
        await tg.delete_message(user["chat"], user["edit"]["message_id"])
    except MessageCantBeDeleted:
        return



[docs]@private_handler(state=states.field_editing)
async def edit_field(message: types.Message, state: FSMContext):
    """Ask new value of chosen order's field during editing."""
    user = database_user.get()
    edit = user["edit"]
    field = edit["field"]
    invert = user.get("invert_order", False)
    set_dict = {}
    error = None

    if field == "sum_buy":
        try:
            transaction_sum = money.money(message.text)
        except money.MoneyValueError as exception:
            error = str(exception)
        else:
            order = await database.orders.find_one({"_id": edit["order_id"]})
            set_dict["sum_buy"] = Decimal128(transaction_sum)
            if "price_sell" in order:
                set_dict["sum_sell"] = Decimal128(
                    money.normalize(transaction_sum * order["price_sell"].to_decimal())
                )

    elif field == "sum_sell":
        try:
            transaction_sum = money.money(message.text)
        except money.MoneyValueError as exception:
            error = str(exception)
        else:
            order = await database.orders.find_one({"_id": edit["order_id"]})
            set_dict["sum_sell"] = Decimal128(transaction_sum)
            if "price_buy" in order:
                set_dict["sum_buy"] = Decimal128(
                    money.normalize(transaction_sum * order["price_buy"].to_decimal())
                )

    elif field == "price":
        try:
            price = money.money(message.text)
        except money.MoneyValueError as exception:
            error = str(exception)
        else:
            order = await database.orders.find_one({"_id": edit["order_id"]})

            if invert:
                price_sell = money.normalize(Decimal(1) / price)
                set_dict["price_buy"] = Decimal128(price)
                set_dict["price_sell"] = Decimal128(price_sell)

                if order.get("sum_currency") == "buy":
                    set_dict["sum_sell"] = Decimal128(
                        money.normalize(order["sum_buy"].to_decimal() * price_sell)
                    )
                elif "sum_sell" in order:
                    set_dict["sum_buy"] = Decimal128(
                        money.normalize(order["sum_sell"].to_decimal() * price)
                    )
            else:
                price_buy = money.normalize(Decimal(1) / price)
                set_dict["price_buy"] = Decimal128(price_buy)
                set_dict["price_sell"] = Decimal128(price)

                if order.get("sum_currency") == "sell":
                    set_dict["sum_buy"] = Decimal128(
                        money.normalize(order["sum_sell"].to_decimal() * price_buy)
                    )
                elif "sum_buy" in order:
                    set_dict["sum_sell"] = Decimal128(
                        money.normalize(order["sum_buy"].to_decimal() * price)
                    )

    elif field == "payment_system":
        payment_system = message.text.replace("\n", " ")
        if len(payment_system) >= 150:
            await tg.send_message(
                message.chat.id,
                i18n("exceeded_character_limit {limit} {sent}").format(
                    limit=150, sent=len(payment_system)
                ),
            )
            return
        set_dict["payment_system"] = payment_system

    elif field == "duration":
        try:
            duration = int(message.text)
            if duration <= 0:
                raise ValueError
        except ValueError:
            error = i18n("send_natural_number")
        else:
            if duration > config.ORDER_DURATION_LIMIT:
                error = i18n("exceeded_duration_limit {limit}").format(
                    limit=config.ORDER_DURATION_LIMIT
                )
            else:
                order = await database.orders.find_one({"_id": edit["order_id"]})
                set_dict["duration"] = duration
                set_dict["expiration_time"] = time() + duration * 24 * 60 * 60
                set_dict["notify"] = True

    elif field == "comments":
        comments = message.text
        if len(comments) >= 150:
            await tg.send_message(
                message.chat.id,
                i18n("exceeded_character_limit {limit} {sent}").format(
                    limit=150, sent=len(comments)
                ),
            )
            return
        set_dict["comments"] = comments

    if set_dict:
        await finish_edit(user, {"$set": set_dict})
        await message.delete()
        try:
            await tg.delete_message(user["chat"], edit["message_id"])
        except MessageCantBeDeleted:
            return
    elif error:
        await message.delete()
        await tg.edit_message_text(error, message.chat.id, edit["message_id"])



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("archive "), state=any_state
)
@order_handler
async def archive_button(call: types.CallbackQuery, order: OrderType):
    """React to "Archive" or "Unarchive" button by flipping archived flag."""
    args = call.data.split()

    archived = order.get("archived")
    if archived:
        update_dict = {"$unset": {"archived": True}, "$set": {"notify": True}}
    else:
        update_dict = {"$set": {"archived": True, "notify": False}}
    order = await database.orders.find_one_and_update(
        {"_id": ObjectId(args[1]), "user_id": call.from_user.id},
        update_dict,
        return_document=pymongo.ReturnDocument.AFTER,
    )
    if not order:
        await call.answer(
            i18n("unarchive_order_error") if archived else i18n("archive_order_error")
        )
        return

    await call.answer()
    await show_order(
        order,
        call.message.chat.id,
        call.from_user.id,
        message_id=call.message.message_id,
        location_message_id=int(args[2]),
        show_id=call.message.text.startswith("ID"),
    )



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("delete "), state=any_state
)
@order_handler
async def delete_button(call: types.CallbackQuery, order: OrderType):
    """React to "Delete" button by asking user to confirm deletion."""
    args = call.data.split()
    location_message_id = int(args[2])
    show_id = call.message.text.startswith("ID")

    keyboard = types.InlineKeyboardMarkup()
    keyboard.row(
        types.InlineKeyboardButton(
            i18n("totally_sure"),
            callback_data="confirm_delete {} {}".format(
                order["_id"], location_message_id
            ),
        )
    )
    keyboard.row(
        types.InlineKeyboardButton(
            i18n("no"),
            callback_data="revert {} {} 0 {}".format(
                order["_id"], location_message_id, int(show_id)
            ),
        )
    )

    await tg.edit_message_text(
        i18n("delete_order_confirmation"),
        call.message.chat.id,
        call.message.message_id,
        reply_markup=keyboard,
    )



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("confirm_delete "), state=any_state
)
async def confirm_delete_button(call: types.CallbackQuery):
    """Delete order after confirmation button query."""
    order_id = call.data.split()[1]
    order = await database.orders.find_one_and_delete(
        {"_id": ObjectId(order_id), "user_id": call.from_user.id}
    )
    if not order:
        await call.answer(i18n("delete_order_error"))
        return

    location_message_id = int(call.data.split()[2])
    keyboard = types.InlineKeyboardMarkup()
    keyboard.row(
        types.InlineKeyboardButton(
            i18n("hide"), callback_data="hide {}".format(location_message_id)
        )
    )
    await tg.edit_message_text(
        i18n("order_deleted"),
        call.message.chat.id,
        call.message.message_id,
        reply_markup=keyboard,
    )



[docs]@dp.callback_query_handler(lambda call: call.data.startswith("hide "), state=any_state)
async def hide_button(call: types.CallbackQuery):
    """React to "Hide" button by deleting messages with location object and order."""
    try:
        await call.message.delete()
    except MessageCantBeDeleted:
        await call.answer(i18n("hide_order_error"))
        return
    location_message_id = call.data.split()[1]
    if location_message_id != "-1":
        await tg.delete_message(call.message.chat.id, location_message_id)





          

      

      

    

  

    
      
          
            
  Source code for src.handlers.start_menu

# Copyright (C) 2019, 2020  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
"""Handlers for start menu."""
import re
import typing
from random import SystemRandom
from string import ascii_lowercase
from time import time

import pymongo
from aiogram import types
from aiogram.dispatcher import FSMContext
from aiogram.dispatcher.filters import Command
from aiogram.dispatcher.filters.state import any_state
from aiogram.types import InlineKeyboardButton
from aiogram.types import InlineKeyboardMarkup
from aiogram.utils.emoji import emojize
from babel import Locale
from babel import parse_locale
from pymongo.errors import DuplicateKeyError

from src import states
from src import whitelist
from src.bot import dp
from src.bot import tg
from src.config import config
from src.database import database
from src.database import database_user
from src.handlers.base import orders_list
from src.handlers.base import private_handler
from src.handlers.base import start_keyboard
from src.i18n import i18n
from src.money import gateway_currency_regexp


[docs]def locale_keyboard():
    """Get inline keyboard markup with available locales."""
    keyboard = InlineKeyboardMarkup()
    for language in i18n.available_locales:
        keyboard.row(
            InlineKeyboardButton(
                Locale(parse_locale(language)[0]).display_name,
                callback_data="locale {}".format(language),
            )
        )
    return keyboard



[docs]@private_handler(commands=["start"], state=any_state)
async def handle_start_command(message: types.Message, state: FSMContext):
    """Handle /start.

    Ask for language if user is new or show menu.
    """
    user = {
        "id": message.from_user.id,
        "chat": message.chat.id,
        "mention": message.from_user.mention,
        "has_username": bool(message.from_user.username),
    }
    args = message.text.split()
    if len(args) > 1:
        if args[1][0] == "_":
            search_filter = {"mention": "@" + args[1][1:], "has_username": True}
        else:
            search_filter = {"referral_code": args[1]}
        referrer_user = await database.users.find_one(search_filter)
        if referrer_user:
            user["referrer"] = referrer_user["id"]
            if referrer_user.get("referrer"):
                user["referrer_of_referrer"] = referrer_user["referrer"]

    result = await database.users.update_one(
        {"id": user["id"], "chat": user["chat"]}, {"$setOnInsert": user}, upsert=True
    )

    if not result.matched_count:
        await tg.send_message(
            message.chat.id, i18n("choose_language"), reply_markup=locale_keyboard()
        )
        return

    await state.finish()
    await tg.send_message(
        message.chat.id, i18n("help_message"), reply_markup=start_keyboard()
    )



[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("locale "), state=any_state
)
async def locale_button(call: types.CallbackQuery):
    """Choose language from list."""
    locale = call.data.split()[1]
    await database.users.update_one(
        {"id": call.from_user.id}, {"$set": {"locale": locale}}
    )
    i18n.ctx_locale.set(locale)
    await call.answer()
    await tg.send_message(
        call.message.chat.id, i18n("help_message"), reply_markup=start_keyboard()
    )



[docs]@private_handler(commands=["create"], state=any_state)
@private_handler(
    lambda msg: msg.text.startswith(emojize(":heavy_plus_sign:")), state=any_state
)
async def handle_create(message: types.Message, state: FSMContext):
    """Start order creation by asking user for currency they want to buy."""
    current_time = time()
    user_orders = await database.orders.count_documents(
        {
            "user_id": message.from_user.id,
            "start_time": {"$gt": current_time - config.ORDERS_LIMIT_HOURS * 3600},
        }
    )
    if user_orders >= config.ORDERS_LIMIT_COUNT:
        await tg.send_message(
            message.chat.id,
            i18n("exceeded_order_creation_time_limit {orders} {hours}").format(
                orders=config.ORDERS_LIMIT_COUNT, hours=config.ORDERS_LIMIT_HOURS
            ),
        )
        return

    creation = {"user_id": message.from_user.id}
    await database.creation.find_one_and_replace(creation, creation, upsert=True)
    await states.OrderCreation.first()

    await tg.send_message(
        message.chat.id,
        i18n("ask_buy_currency"),
        reply_markup=whitelist.currency_keyboard("buy"),
    )



[docs]@private_handler(commands=["book"], state=any_state)
@private_handler(
    lambda msg: msg.text.startswith(emojize(":closed_book:")), state=any_state
)
async def handle_book(
    message: types.Message,
    state: FSMContext,
    command: typing.Optional[Command.CommandObj] = None,
):
    r"""Show order book with specified currency pair.

    Currency pair is indicated with one or two space separated
    arguments after **/book** in message text. If two arguments are
    sent, then first is the currency order's creator wants to sell
    and second is the currency order's creator wants to buy. If one
    argument is sent, then it's any of the currencies in a pair.

    Any argument can be replaced with \*, which results in searching
    pairs with any currency in place of the wildcard.

    Examples:
        =============  =================================================
        Command        Description
        =============  =================================================
        /book BTC USD  Show orders that sell BTC and buy USD (BTC → USD)
        /book BTC *    Show orders that sell BTC and buy any currency
        /book * USD    Show orders that sell any currency and buy USD
        /book BTC      Show orders that sell or buy BTC
        /book * *      Equivalent to /book
        =============  =================================================

    """
    query = {
        "$or": [{"archived": {"$exists": False}}, {"archived": False}],
        "expiration_time": {"$gt": time()},
    }

    if command is not None:
        source = message.text.upper().split()
        if len(source) == 2:
            currency = source[1]
            if currency != "*":
                regexp = gateway_currency_regexp(currency)
                query = {"$and": [query, {"$or": [{"sell": regexp}, {"buy": regexp}]}]}
        elif len(source) >= 3:
            sell, buy = source[1], source[2]
            if sell != "*":
                query["sell"] = gateway_currency_regexp(sell)
            if buy != "*":
                query["buy"] = gateway_currency_regexp(buy)

    cursor = database.orders.find(query).sort("start_time", pymongo.DESCENDING)
    quantity = await database.orders.count_documents(query)
    await state.finish()
    await orders_list(
        cursor, message.chat.id, 0, quantity, "orders", user_id=message.from_user.id
    )



[docs]@private_handler(commands=["my"], state=any_state)
@private_handler(
    lambda msg: msg.text.startswith(emojize(":bust_in_silhouette:")), state=any_state
)
async def handle_my_orders(message: types.Message, state: FSMContext):
    """Show user's orders."""
    query = {"user_id": message.from_user.id}
    cursor = database.orders.find(query).sort("start_time", pymongo.DESCENDING)
    quantity = await database.orders.count_documents(query)
    await state.finish()
    await orders_list(cursor, message.chat.id, 0, quantity, "my_orders")



[docs]@private_handler(commands=["link"], state=any_state)
@private_handler(
    lambda msg: msg.text.startswith(emojize(":loudspeaker:")), state=any_state
)
async def get_referral_link(message: types.Message):
    """Send user's referral link and generate if it doesn't exist."""
    user = database_user.get()
    code = user.get("referral_code")
    if code is None:
        while True:
            cryptogen = SystemRandom()
            code = "".join(cryptogen.choice(ascii_lowercase) for _ in range(7))
            try:
                await database.users.update_one(
                    {"_id": user["_id"]}, {"$set": {"referral_code": code}}
                )
            except DuplicateKeyError:
                continue
            else:
                break
    me = await tg.me
    answer = i18n("referral_share {link}").format(
        link=f"https://t.me/{me.username}?start={code}"
    )
    if message.from_user.username:
        answer += "\n" + i18n("referral_share_alias {link}").format(
            link=f"https://t.me/{me.username}?start=_{message.from_user.username}"
        )
    await tg.send_message(
        message.chat.id,
        answer,
        disable_web_page_preview=True,
        reply_markup=start_keyboard(),
    )



[docs]@private_handler(commands=["locale"], state=any_state)
@private_handler(lambda msg: msg.text.startswith(emojize(":abcd:")), state=any_state)
async def choose_locale(message: types.Message):
    """Show list of languages."""
    await tg.send_message(
        message.chat.id, i18n("choose_your_language"), reply_markup=locale_keyboard()
    )



[docs]@private_handler(commands=["help"], state=any_state)
@private_handler(
    lambda msg: msg.text.startswith(emojize(":question:")), state=any_state
)
async def help_command(message: types.Message):
    """Handle request to support."""
    await states.asking_support.set()
    await tg.send_message(
        message.chat.id,
        i18n("request_question"),
        reply_markup=InlineKeyboardMarkup(
            inline_keyboard=[
                [InlineKeyboardButton(i18n("cancel"), callback_data="unhelp")]
            ]
        ),
    )



[docs]@private_handler(commands=["claim"], state=any_state)
@private_handler(
    lambda msg: msg.text.startswith(emojize(":moneybag:")), state=any_state
)
async def claim_cashback(message: types.Message, state: FSMContext):
    """Start cashback claiming process by asking currency."""
    documents = database.cashback.aggregate(
        [
            {"$match": {"id": message.from_user.id}},
            {"$group": {"_id": "$currency", "amount": {"$sum": "$amount"}}},
            {"$sort": {"_id": pymongo.ASCENDING}},
        ]
    )
    keyboard = InlineKeyboardMarkup(row_width=1)
    empty = True
    async for document in documents:
        empty = False
        currency = document["_id"]
        amount = document["amount"]
        keyboard.row(
            InlineKeyboardButton(
                i18n("claim {amount} {currency}").format(
                    amount=amount, currency=currency
                ),
                callback_data=f"claim_currency {currency}",
            )
        )
    if empty:
        await tg.send_message(
            message.chat.id, i18n("no_cashback"), reply_markup=keyboard
        )
    else:
        await tg.send_message(
            message.chat.id, i18n("choose_cashback_currency"), reply_markup=keyboard
        )



[docs]@private_handler(commands=["creator", "c"], state=any_state)
async def search_by_creator(message: types.Message, state: FSMContext):
    """Search orders by creator.

    Creator is indicated with username (with or without @) or user ID
    after **/creator** or **/c** in message text.

    In contrast to usernames and user IDs, names aren't unique and
    therefore not supported.
    """
    query: typing.Dict[str, typing.Any] = {
        "$or": [{"archived": {"$exists": False}}, {"archived": False}],
        "expiration_time": {"$gt": time()},
    }
    source = message.text.split()
    try:
        creator = source[1]
        if creator.isdigit():
            query["user_id"] = int(creator)
        else:
            mention_regexp = f"^{creator}$" if creator[0] == "@" else f"^@{creator}$"
            user = await database.users.find_one(
                {
                    "mention": re.compile(mention_regexp, re.IGNORECASE),
                    "has_username": True,
                }
            )
            if user:
                query["user_id"] = user["id"]
            else:
                await tg.send_message(message.chat.id, i18n("user_not_found"))
                return
    except IndexError:
        await tg.send_message(
            message.chat.id,
            i18n("no_user_argument"),
        )
        return

    cursor = database.orders.find(query).sort("start_time", pymongo.DESCENDING)
    quantity = await database.orders.count_documents(query)
    await state.finish()
    await orders_list(
        cursor, message.chat.id, 0, quantity, "orders", user_id=message.from_user.id
    )



[docs]@private_handler(commands=["subscribe", "s"], state=any_state)
@private_handler(commands=["unsubscribe", "u"], state=any_state)
async def subcribe_to_pair(
    message: types.Message,
    state: FSMContext,
    command: Command.CommandObj,
):
    r"""Manage subscription to pairs.

    Currency pair is indicated with two space separated arguments
    after **/subscribe** or **/unsubscribe** in message text. First
    argument is the currency order's creator wants to sell and second
    is the currency order's creator wants to buy.

    Similarly to **/book**, any argument can be replaced with \*, which
    results in subscribing to pairs with any currency in place of the
    wildcard.

    Without arguments commands show list of user's subscriptions.
    """
    source = message.text.upper().split()

    if len(source) == 1:
        user = await database.subscriptions.find_one({"id": message.from_user.id})
        sublist = ""
        if user:
            for i, sub in enumerate(user["subscriptions"]):
                sublist += "\n{}. {} → {}".format(
                    i + 1,
                    sub["sell"] if sub["sell"] else "*",
                    sub["buy"] if sub["buy"] else "*",
                )
        if sublist:
            answer = i18n("your_subscriptions") + sublist
        else:
            answer = i18n("no_subscriptions")
        await tg.send_message(message.chat.id, answer, reply_markup=start_keyboard())
        return

    try:
        sell, buy = source[1], source[2]
        sub = {"sell": None, "buy": None}
        if sell != "*":
            sub["sell"] = sell
        if buy != "*":
            sub["buy"] = buy
    except IndexError:
        await tg.send_message(
            message.chat.id,
            i18n("no_currency_argument"),
            reply_markup=start_keyboard(),
        )
        return

    if command.command[0] == "s":
        update_result = await database.subscriptions.update_one(
            {"id": message.from_user.id},
            {
                "$setOnInsert": {"chat": message.chat.id},
                "$addToSet": {"subscriptions": sub},
            },
            upsert=True,
        )
        if not update_result.matched_count or update_result.modified_count:
            await tg.send_message(
                message.chat.id,
                i18n("subscription_added"),
                reply_markup=start_keyboard(),
            )
        else:
            await tg.send_message(
                message.chat.id,
                i18n("subscription_exists"),
                reply_markup=start_keyboard(),
            )
    elif command.command[0] == "u":
        delete_result = await database.subscriptions.update_one(
            {"id": message.from_user.id}, {"$pull": {"subscriptions": sub}}
        )
        if delete_result.modified_count:
            await tg.send_message(
                message.chat.id,
                i18n("subscription_deleted"),
                reply_markup=start_keyboard(),
            )
        else:
            await tg.send_message(
                message.chat.id,
                i18n("subscription_delete_error"),
                reply_markup=start_keyboard(),
            )
    else:
        raise AssertionError(f"Unknown command: {command.command}")





          

      

      

    

  

    
      
          
            
  Source code for src.handlers.support

# Copyright (C) 2019  alfred richardsn
#
# This file is part of TellerBot.
#
# TellerBot is free software: you can redistribute it and/or modify
# it under the terms of the GNU Affero General Public License as published by
# the Free Software Foundation, either version 3 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Affero General Public License for more details.
#
# You should have received a copy of the GNU Affero General Public License
# along with TellerBot.  If not, see <https://www.gnu.org/licenses/>.
"""Handlers for interacting with support."""
from aiogram import types
from aiogram.dispatcher import FSMContext
from aiogram.utils import markdown
from aiogram.utils.emoji import emojize
from aiogram.utils.exceptions import BotBlocked

from src.bot import dp
from src.config import config
from src.handlers.base import private_handler
from src.handlers.base import start_keyboard
from src.handlers.base import tg
from src.i18n import i18n
from src.states import asking_support


[docs]@dp.callback_query_handler(
    lambda call: call.data.startswith("unhelp"), state=asking_support
)
async def unhelp_button(call: types.CallbackQuery, state: FSMContext):
    """Cancel request to support."""
    await state.finish()
    await call.answer()
    await tg.send_message(
        call.message.chat.id,
        i18n("request_cancelled"),
        reply_markup=start_keyboard(),
    )



[docs]async def send_message_to_support(message: types.Message):
    """Format message and send it to support.

    Envelope emoji at the beginning is the mark of support ticket.
    """
    if message.from_user.username:
        username = "@" + message.from_user.username
    else:
        username = markdown.link(message.from_user.full_name, message.from_user.url)

    await tg.send_message(
        config.SUPPORT_CHAT_ID,
        emojize(":envelope:")
        + f" #chat\\_{message.chat.id} {message.message_id}\n{username}:\n"
        + markdown.escape_md(message.text),
        parse_mode=types.ParseMode.MARKDOWN,
    )
    await tg.send_message(
        message.chat.id,
        i18n("support_response_promise"),
        reply_markup=start_keyboard(),
    )



[docs]@private_handler(state=asking_support)
async def contact_support(message: types.Message, state: FSMContext):
    """Send message to support after request in start manu."""
    await send_message_to_support(message)
    await state.finish()



[docs]@private_handler(
    lambda msg: msg.reply_to_message is not None
    and msg.reply_to_message.text.startswith(emojize(":speech_balloon:"))
)
async def handle_reply(message: types.Message):
    """Answer support's reply to ticket."""
    me = await tg.me
    if message.reply_to_message.from_user.id == me.id:
        await send_message_to_support(message)



[docs]@dp.message_handler(
    lambda msg: msg.chat.id == config.SUPPORT_CHAT_ID
    and msg.reply_to_message is not None
    and msg.reply_to_message.text.startswith(emojize(":envelope: "))
)
async def answer_support_ticket(message: types.Message):
    """Answer support ticket.

    Speech balloon emoji at the beginning is the mark of support's
    reply to ticket.
    """
    me = await tg.me
    if message.reply_to_message.from_user.id == me.id:
        args = message.reply_to_message.text.splitlines()[0].split()
        chat_id = int(args[1].split("_")[1])
        reply_to_message_id = int(args[2])

        try:
            await tg.send_message(
                chat_id,
                emojize(":speech_balloon:") + message.text,
                reply_to_message_id=reply_to_message_id,
            )
        except BotBlocked:
            await tg.send_message(message.chat.id, i18n("reply_error_bot_blocked"))
        else:
            await tg.send_message(message.chat.id, i18n("reply_sent"))



[docs]@dp.message_handler(
    lambda msg: msg.chat.id == config.SUPPORT_CHAT_ID, commands=["toggle_escrow"]
)
async def toggle_escrow(message: types.Message):
    """Toggle escrow availability.

    This command makes creation of new escrow offers unavailable if
    escrow is enabled, and makes it available if it's disabled.
    """
    config.ESCROW_ENABLED = not config.ESCROW_ENABLED
    if config.ESCROW_ENABLED:
        await tg.send_message(message.chat.id, i18n("escrow_enabled"))
    else:
        await tg.send_message(message.chat.id, i18n("escrow_disabled"))
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